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EDITOR'sDesk

Deal Reader"

"wis<iom is to knorv that rve don't knolv."- 
-socrates. 

469-3q9 BC
It is with much joy and anticipation that rve celebrate the launch of ,,JIN,IS JOURNAL
oF SCIEI'ICE &TECHil{OLoGY"(JJST) u'ith this inarigural issue. On behalf of the J.IST
Edito|izrl Teaur, I lvould like to exiend a very \va1m welcome to the reaclership of JJST. I take
thls opportunitv to thank r:ur authors, eciitors and anonymous revier,vers, all of r,vhorn ha'e
vohtnteeled to contribLite to the success of theiournal. An enormous amount olrl,ork has
done into the development of this jor-rrnal anci I believe you r.l,iil see that eflbrt r-eflectecl in this
cdition and in tlie inrpact it r'vill havc on the ficld. It has been an interesting journey in rnan,v
aspects.

'l'lsr is dcdicated to thc rapicl disscrnination of high quality research pape rs on hor,v actvanccs
in Science ancl Tecirnology can help us to meet the challenges of the 2l" century. and to
caPitaLize on the promises iibeacl. \\,'e welcome contlibutions that can dernonstrate near-term
practical ttsefulness, particularly contribr-rtions that take a multidisciplinary i, convergent
apprcach because n-]anv real u,orld problems are complex in nature.

In science, as in tnost hrtman encleavols^ quality is more important than quantity. As ster,r.ards
of JJST' the editors have a liduciaryresponsibility to the ieailership to ensure that olly the
verv best science appears in the journal. In a r.,ery reai sense, the eclitors lvork for the re.ders;
their chargc is to sclect papers ligorously, publishing onl1, truly l1e\,\r or novel intbrm;rtro*
tl.)at constitutes an ilnporiant conceptuai adl,ance vis-d-vis existing knorvledge" so that the
readers' time is spent ra'isely" In an increasingly busy and competitive envjronrnent. the
reaclers' r'lecision to look at our j our.nal must be worth the effort.

Peor ter''iera' is the actual pillar of a.journal's success and it depencls on the qualiry, and
itlslliration ol its re Yiervers' fhe perfurmzrnce of the relbrees rs zrlso irnportant to the authsrs.
r'r'ho haYe the right to a r"apiri ancl lair revier.v. l'hLrs. lve have selected oLrr Eciitorial Boar.cl
carcftrll_v.. on thc basis of'their scientific pro{icicncy, scholarly, figure, rational integntv ancl
commitment to ihe journzri.

Rcsicles ti-cquent inl'ornrai contacts. oncc a ycal we r,rrill conduct a sunicy of all Board
melDbers to solicit tlieir candid f"cecil:ack regarding the ilirection, philosophyi and opcration
ot-the journal. I am comtriittecl to personally responcling to all emailiphoneit*tter messages

\\rc encoura-{e subtl-tissron eif'articles in the fields of interest. Our interest in prornoting the sc
topicsithe n-re s as impol't;rnt feature s of,.I-lST is cle allv reflectecl in the maksilp of the e clitoi.jai
t.'li r tt.

Finalil'" tve rvish to cncotlrage Inore contributions ti'orn lhc scientific courn:unily ro ensur.i ri
cilntintied slt'cess olthe-ioi;rnal . AL.ithols, rcvie$,ers anci gu*sr ecii{.ors,.l* al.u.a\rs ive icr-rrnc.
1Ve elscr tvcicome comtlei:ts:rud susgcstrous thatcoLrlc'l *rp,or,. the qualitv oithe journal.

Prot. {Dr.1 R . K. trta{t} urva*si:i



As an active practitioncr and scholar in thc fielcl of science & technology, you must havc
experiencect the need fbr a journal witli conceptual richness. r.vhich ir uii*utty nissing in
r''arious erlgineering magazines. In response to ihis need, a tearn of competent and cli,,namic
prof-essronals' at JIMS Engineertng \,fanagement rechnical Campus. Gr. Noi4a. publishes a
.JOrrrNAI titlcd JIN'IS JOURNAL OF SCIENCE & TBCHI{OLOGY.

JIh'tS Journal of Sciencc & lfechnolagy is a bi-annLrai journal. contribLrtors to q,hich ar.e
tnade b5' acadeuics. consultzrnls and researchers 1br covering various areas of science &
tecl-rnology. A lirlly' referrcd jonrnal. Jl&ts Journal of Science & Technologl, c,rplores tire
ialesl research anil inrrovative thinking in the lielcl of science , technology & rrrrirugr11ent. The
Journal has an iniernationai fbcLrs anrl ol-fers a variety of perspcctives fi:om ar.ounri thc rryorli
to heip ytlu gain greater insight in to current innovations irthelieici of science & tecJuology"

Views and f'actu:rl clainrs expressed in indiviclunl cantributions are personal to 6ie
respective contributors and are not neccssarily enclorsed by the editors, tlreir advisur.s, or
the publishers of the jnurnal.

GUIDELINES TO AUTHORS

JI&{S Jcurnal cf science & rechnology solicrts articles anrl papers on latest trends in the flekl
of science & technolo-gY issues by academicians, researchers ancl erpelts. Tlre Journal is
pubiished 

"r'ith 
the aitr of providing well conceplualizerl and scholally perspectives, editecl fbr

easy leacling.

Articles nrust be senr bv e-mai1 to editorjjst@)jagannath.org.

1'lre Iength rlf the alticle shouldbe nraxinrum up to 7 A4 srze pages. Eaclr ar.ticle nrust

be accornpanied ri,ith an absrra* ol. 150- 200 rvorcis.

Articlcs tttrtst follor'r'IEEE paper forrnirt ancl scnd soft copy in botb d6c. & pilf iormat.
Erirtorial decisions u il1 bc cornuri"tnicated ri'ithin a pcliocl of 4 u,eeks o{'tire reccipt ci.
manuso ipt.

Contribntors u,ill receive one copies of the journai.

Articlcs subrnittetl fbr consideration in JIL,f S Journal of Scrence ct Technology shor-rld

be ar:cotrpaniecl u'ith a declaration by the author that the-v havc not becn pr-rt,lislrecl or
sLlhniittcd ltrr pLrblication elseivhe re.
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Preparation of Granular Activated Carbon from
Agri-Waste of Matze- Cob and Its Application for

Adsorption of Heavy Metal Ions.
Archana ;\garrval
R e,teo t'r:h ,\cho lo r.

,\ hr i I/e n kot e.s lt v,, ct r Li n i v rt,t i i.t,, G ci t' u u ! t
archana garg3 ('} i 0(r;rcditlilail.conr

Abslract- 'l'he present 'work erplored the use ol Ntaize colr,

*nagriculfur:rl rr'aste rlorn coh b'ry'chemical ancl ph,v"sical

activations in rnills, as a ptitenti*l feedstotk for the preparation of
granular activntcd carbon. Chernical activutiou of this prccursor
lvls done tr-v using phosphoric acid as deirl'drating *gent. 'I-he

preparafiorr method rvas optimized b;,, tht ellcr:f cl tht main
process parametcrs (such ns acid ccnccntration, temperature of
pvrolysis and inrpregnation ratio) on the perf'crlnnnces of thc

obtained granular activatcrl c:rlbons (expresscti in terms ofiodinc
and methylene blue numbers and specific sur{'aee arca.) \tas

studied, The optimal activated tarhon rvas lullv characterized llv
considering its adsorption properties as rvell as its chemical

strurturc:rnd nrorpltolog)1 A modification of the cltenrical
charactr:ristics of the sorlrent snrfice rvas perlbrrned b5' adding
Kl,lnoo ns oxid:lnt to enh:rnce thc adsorpfion cnp*cit1' of this
carbon lbr heavy rnetals. The evaluation ol'the efficiency of this

treatrnent rvas considering fhc :rdsorption of Cn'* ions as a model

tbr nretallic species. llhe high eapacity' of the activated carbon to
reduce I{\'In0, into insoiuble manganese {IV) oxide (}1n0,)
n'hich irnpregnated the sorbent sur{ace, this result lvas shorvn tr1'

Column adsorption tests. The results has alsqr indicatcd that
coppel'uptake capacitv rvas triplv enhanced for the
perrnanganatc - treated activrrted cnrbon.
This study showed that thc activafion of agriculfural waste corn
cob rvith phosphoric acicl and K[{nO,rvas snitable for the
preparation of Iarge-surlace-ilrea activated carbnns.

I{ettwarrls - .{t'tivuletl carbon, Agri-rtwste tnuii,e crst}, c*ewitnl
act it, ttt i rt r t, t no diJi t: rt t i o n, m e I a I a d,s o rp t i o rt.

T. IN-I ROI}UC'I ION

lhlious tcchnologies such as prrecipitation, ion excliange.

nrcrlbranc filtration;rnd reve rse osrnosis har.c bccn applicii fbr'

the removal of pollutanis from rr,aste rvaters (Chen anrl \\rang,

2001i: Vinocl and ltnratr, 2000). iloii'e'"cr, Lhcse methoiis have

somehorv provcn ciisachrantageous rn as mnch as thcy r-cqLrire

cxpensirre cqr-ripment andiol continuoLts necd of chcnrical-c

(l,lalkoc et al., 200(--). l,,Joicrtvcr- sornetimcs thc aborre-

mentior.rcii u,-:thods liril to nrcct thc Envit'onmcntll Plotcction

Agcnc,v reqlrirenrcnts illorha et al . 2007). Ilccansc ol ihe

lin-ritations of.conr,entional nretlrods lbr u.ictal t.ctttoval. lire

most uscliil altet'trative app.als to be tirc *i'lsoiptioit i)tr)c!'s\.

This rne thoii is a ctisl-e l-h:ctir.e anri Liser {l.icnillr,' icchniqr-re fbr.

iire rcmc,..:i1 r:l rrretallic nriclo -pr,rllutants il'i;nr *,aicr. Aiso.

acisolirtion has hccn lirLrlrrl to bt bcttcr than othcr icchnitlucs tor'

\r;iter re-usc in trr.ri.]s oiilre ilritin! cllst. easc oi'(]}-le,aiirlit i,t1)!i

i nse n s ibi i it1,'ro tox i c,s ilb s il n uc s ( JLiso hrr .t n 1., I liLiT ).

RI{ Raghurvanshi
ProJe.tsor.

JI l,IS - E n g i nc e r i n g Mcr uu gen rc: rt i
Tecltni.t'cri Canptr,s, Create r i"ioida

Activated calbon (AC) is the most commonly ttsed attd most

etlective;rdsorbcnt (Vinod ancl In:ran^ 2000, Chcn ci al., 2003,

lfailirllah et al., 2007). Nevertheless, its application fieids al'e

re-ctricted due to its high cost. The use of lorv-cost rvastes antl

agriculture b.v- products to prodnce activated carbon l.ras been

shou'n to provicle e conomical solution to this problem (Ciimino

et al., 2005. Ioannidou, anci ZaLraniotou, 2007). The adsorptiort

of organic raicro -pollutants by activatccl caibon is being

n,iclely ltsecl in ',l,ater and u,aslelateL treatmcnts and the

advantages of- this adsor:bent have beer.r rvell docuntented

(Strelko ancl i\tlalik, 2010). In olher respect, therc is evirience in

thc litcratule tliat activatecl carbon can remove n.rctal ions.

cspccially Cu'', ti.om aqueous solutions (Chen et al..2A$.
Strelko antl Malik. 2010). Horvcver. sor-ptive cirpacit-v oi
untreated aclivzrted carbons toi,vards heav1, metals is rather lou'
(Strelko and l\'lalik, 2010). To enhance sorption capzrcit,v for'

cationic and ox-v-anionic metal species, mocli{ications o1'

actir.ated carbon using oxidant ageuts har.,e been leportecl.

amons rvhich lve can state IINO,, H,O ancl O. (El-llendarvy.

2003. Cimino et a1., 200-5. Dailiillah et al.. 2007, Quintanilla et

a1., 2007. Takaoka ct al., 200,1 , Strelko and N'Ialik, 2010).

These re;rsents introdnce rvcakl.v acidic oxygctl groups

throu-uh surlace oxidation of thc sor:Lrent. The most u,idel.v

rusecl carbonaceons rnaterials fbr the industrial production of
acti",ated carbons are coal. lvocld atrd coconLrt shell
(Vernersson et al.. 2002. Yang anc[ Chong Lua, 2005). 1'hese

types of precursols irle cxpcnsivc and are oitcn impor.ted.

making it necessaryfbr cl*,cloping coulttties io fin<i a cl:cap

and available tccdstock for the preparatiou ofactivated carboli

tbr use in inclustrl,'" puriiicatiori ancl tleatment ofcl'inkiug rvntcr

and u,astell,ater. Several suitablc agricriltural by-prodLrcts

ilignocelluiosics) inciuding peach stones 1Nioiina-Sabi,; et al..

It)95). ilate stones (Girgis anr.1 El-Hendar.vy,2L)02, Hainrortr

ancl Enreisli. 2006) wa-stc applc, pulp in cicler plotllLction

(Sualez-Ciarcia ct al.. 2002). r:icc husks (Cihuah et 11.. 20(t5).

i:istachio-nut sirclls (Yirng ancl flhong Lua, 2f)06) auil !.r.airt

sorghunr (Drac et al.. 2002) irave been invcstrgatei irr thc last

\rears as activatcil c:iLl-.oti preoursors anrl at'e slill rcccir ing

reiien'ed attclltion. ln conrpart,siltr. tnaize cr-.b lr'.tslc trCit', rti
mirch lcss considclation as Iignocellr-rlosic nratcr.iril iirr
acti\raied catbon plodr-rctir.ln (Bagailui ct al.. 20U 1" (linrino et

ai.. 1005 ).

l'iaize ctiLr. cix'r-cspr-rlriinu to tire retr,liiiiriil residtir: rtl rgi'i-
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wastc, rep[esent a vearl] r\,crage oi I l(] tons dependir:g on

the zones (Sellami el al.. 2808). fhe use r.lf this rnater:iaI as

precursor tbr the preparation of grantrlar activated carbon

ploduces trot only a usclul ad-,tot'bent lor thc pi-rrification of
contaminated enr.ilonments, but also contlibLltes to
ru-rir.r ir.nizir.rg the so licl r',,,a s tcs.

From anclther ang1e. phospharic acid can bc iLsed as activating

agent in chen.ricai activation uretliod of ar.r-y cat'bouaceons

preclrrsor. It is notervorthy that lthosphoric acid is rvidel,u-. used

itr the chcmical processing of activateil carbon (N4olina-Sabio

et a1..2003)since it otI'crs some:riivautagcs such as its nou-

poliuting character (conrpaiecl to Zn Cl.) arid its easc of
el ir.r.rination b,rr u'atel crtt'actiou aftcr carbonization (Suarcz-

Calcia et al., 2002, Gomez- Se it'ano ct al.. l0ii5 ).

-fhe adsorptive propcrties of actir atcci cartron deirenci on the

nature of the prccursot'. the t"'pc 'r1' activatiou (chcmical or'

ph--vsical) as u'cll as trn thc processing conditiorts (Rivera-

Uu'i}la et al., I 991, ASTI\,{. 1999, }'Lrn e t ai.. 20il I , Girgis anrl

E,1-Hendiru,.v. 2002, Puziy e t a1., 2002, Ei-Sheikh ct al., 2004,

Stavropouli:s and Zabaniotou, 20{-15. N'ludoga et al.. 2007). It
has been shorvn that in case ol chemical actii'ation.
concentration of the clehydrating agent, impregnation ratio and

pyrolysis temperature globally govern the properties oi the

resulting activated carbon (Diao et al., 2002. Gilgis and El-

Hendawy, 2002. Hainrour and Emcish, 20ij6). Perlbrmatrce s of
tlre obtaineci cal-bous are gcne rall.v exltlcssed in terms o! sonle

properties, among rvhich: sutihce atea, caiion-excltange

capacitl, (CEC), bulk clensit,r,' and adsorptior.r eificiency
torvarcls iocline, phenol and metl'rirlene bluc are frecluentl,v

considered (Vernersson et al.. 2002. IJainronl antl Emeish,

2006.lhng and Chong Lua. 2006).

The pre scnt u,ork expior ec1 the lisc clrgt'i-r,vas1c rnaize cob as a

potential f-eedstock lirL ,{C pleparation. For tiris }lLlrpose.
chernical actir,atir-:n, using phospi.rolic ncid rrs cle1ty'clrating

agent, rlas adoptcci. 
-ltr 

oJrtin.rize Ihe plel-ralation rnethod' the

elfect of the niain proccss llaralreter,c (:Lcicl cullcrntr;-rti,.rrl.

inrplcgnzrtion t'atio, tenipeliitut.c of pvloll'sis stepr) on the

pcrfblnranccs o1'thc plcpar.ccl activatcd carbons (irl tcims ol
specific sLrrface arcal nns studicd. Charactcrization of the

activatecl carbon obtained in the optimai conditions tvas

cor.rciucted, using lire loliorviug techniqttes: inirared
spech'oscopv lbr cherrrii:al structttre aitd scanntrig clectl'on

m iu'oscop,v ltrr rnorphologl.,'. Adsolption charactct isircs r:f this

sorbcnt were also llctemiiicri. A nrociifir:ation of the chcnrical

chalncteristics oi' the sor-bent sttrface rvas pcrtbtrtled" using

Kl,InO, as oxirlant to inct.citsc tlic lrisot'tttion capaciry'' of lhis

glanulai irctil.atctl carbon ft:r hcar'.v ttict:rls. Tlte cfiicienc.v ol
this 1re atlteni rvas ct'aluiile rl b1" firrriinu lile iir-isorplit,rt .,f (-Li'

ions as a nrodel l'or n:etallic sitccies. iit\inL].- tteatntent aud

(-Lrt' adsolplitln tosts r';ct'c cat-ricri Lrttl i11 a srnirll-se alccolritln.
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2. }'II\TERIALS AND I'{ETHODS

2.1 Preparation of activ:rted carbons

Consumed corn cobs, obtained fi.om agli -wastc was used as

raw rnaterial fbr the ploduction of activatecl carbons vin

chemical activation. Iior: this purpose. phosphoric acid r.vas

letaireil as a deh-vdlating agent. Each prepalalit'rt tcsl rvus

conductecl zis follows: 40 g of the crushe rl (diarnetel'< I .5 mrl-r)

and driccl prccllrsor rvcrc mirecl u,ith lI.PO, solution having

c1ifl'erent concentratiorrs (30to85 9,i H,l'L), in ri,eight). Thc

impre gnirtion ratio, defined by the i.r,cigtrrt ratio ol in'rpl'esllatc

(H.PO") to precursor', was 1; 1.25; l.-;: i.7i: I 35 and 1.. Tlic
impregnation rvas carried out in a stirrcd Pvrex t'eactor

etluipped witl.r a reflux conrienset'. Stir-r'ing rvas used to enstlrc

thc acccss of the acid to tl.rc interiol of thc maizc cob paltick:s.

The temperature aud the duration of'the reaction wcre l0'{ '('
ancl 2 hours, respectivcly'. Agitatron and hcating werc cnsltt'c,-l

b). a ,l.ur,n* rnagnetic stirt'el u'ith counectcC tetnpreLatut'c

regulator probe macle of teIlon. The pyrol-v*sis of thc

impregtiated rnaterial was cottdticted iu a c.vlindrical stainless

steel reactor^ inserted irrto a tubular regulatecl l'Ltrnace unclcr

continuous nitrogen flow {i}.5 L rttiLt-' t. Pyr oli. sis telniret atr-Lre

ranged fi'om 350 to 650 oC. r'vhile activation Linit- rrrs

maintained at 2hours.

Afler cooling clo\,vn to room teltperature, under the same flol','

o{' nitlogen. the obtained activated carbon tvas tiroroughlv
,"vashed r.vith hot distilled r.r,ater until nentral pH. The san-lp1e

rvas ther.r dricd at I 05 "C ovcrnight. gr<-runcl (rintil a particle sizc

rzrnging betr,r,,een 100 and I 60 ptmi anil finail1'' kept in he rmetic

bottle for subscqlrcllt uscs.

2.2 Characterization of the preparedadsorbents

2.2.1 lodinenumber

The ioclrne nnmber is defirred iu ternis ol thc nriiiigt'ams ol
iociine (I,) aclsorbed by I g of activate d carbon rvhen thc iociinc

eqr"rilibriLrrn concentratior is 0.01M (Haimor-rr ancl Flmcislt.

2006). In this vr,olk. the tliree-potnt n.re tliocl r.r'as aclopled. fire

latter avoid the,-rse of the core ction tirctor i,rsr-i:rlly L-Ir,lliLrved in

the less accurate single point-nrcihod (AS-f'l\'l. l'199). 'l'hc

procednre of the iodiiic ni-tmber cletcr"mittation is as tirlkr*'s:
three clry sanrpics oi activatec'l carbon u,cre u'ei!!hcd oLrt into

thr.ee 250-ml conical flasks (sart-rpic irieight ran-Ectl bcttvccn

300 and 6t)0 mg). Ten milliliters ol 59'i, (in t'cight)
ir.vdrocirlolic acid soluiiot rvere addccl to eacir llask ancl tliet
mirecl uutil the cat.bon becattte u'cl. I-he mixtutts rt*i* lhrn

bc,iied fbr'3il s iind fina111'' r:oolcr.l. Onc huutlr.,il rniililitcrs ol
0.i)5iv{ stanriaril iodine solutiorl \i,r.rc aclcied to cach fiask. The

contcnts lvcrc l'igr.rt'liisi1,'shaken lilr -l[] s and tireii

iinmcriiatel-v fiiteleci. A -5{}-rtr1 alicprot oi- cilch liitlate v"'rls

titratccl by a stanclardizcci 0.1hI sotlililn thir;sLrliatc 'qliLtlii:ti.
Fcl each sample^ the obtaineci iodiner*sLdtiiil uoticetlit.rlit'il

,chouki be inciirdecl inlrl 0.0ti:} anii 0.02 I'i. fLic ilLcl i.lf ihc

r
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amount of iodine fixetl 1:re r gram ol srtrbent versus t.cs:iclllal
iodine conccntration gives a str-aight line ir,hich allows
determining graphicall_v thc iorline nnrnber (orclinatc
corresponding to a rcsidual coucentration of0.0 1 X.{).

2.2.2 I'Iethi'lene irlue (N{B)adsorption

IV{eth,vlene blue aclsolption tests nele conclucteil h-ir mixing
0.300 g of the preparccl activated car-bon u.ith 100 rnl. oi. I000
mg L I methl4ene blue solution (\hng and Chonglua,2006).
Aftcragitati ondurin g2:1h ^thesusi:ensi onrvasfi ltcrcdandrheN,{B
residual concentratiolt was measurec'l at 660 um, usitg an
U\r/vis spectrophr-rtometer' (OPTIh,lA. Sp-3000 pir-rs). An
ah'eady existing Iinear Beer'-Larnbert r.elationship nas used
1'or tl.re ilcierrnination of thc conce ntration.

2.2.3 Cation-exchange capacifl'

I* st,dies on *ctivated carbons, Bohein,s tiiraiion \!as \\,idelrv
usecl to cietermine the CEC of sorbents (El-Sheikh et al.. 200,{).
:\ lvcighterl amollnt of ac'lsorbent (t).100 g) rvas placcrl ir.rto an
Erlenmeyer flask. A volume of 20 rrl of 0.1\zl NaOtI solution
was added. To ettain cquilibrium. the suspcnsion r.l,as shaken
lbr 24 h. After filtration, the rcsidual NaOH couccntration l,r,as

deter:mined b1,.iitration with 0. ilv,t hych-ochloric acid solntiol,
usine pirenolphthalein as indicator. The quantih- of consunred
NaOH \,vas convelted to CEC and erpressecl in mequiv. g-,
(Puziy et aI.,2002).

2.2.4 Specific sur{ace al.e a

Specific surlace area of the prepareri aclivatc'ci carbons .,r,as

cvaluirted through N. ailsorptiort ztt J7 K. using an Autoscit.b l -

Qr.rantachlome instrument. The BF.'f (Bl.unauer--l..mmct anii
Teller) moclel rvas applied to fit nitr.oge:n aclsorption isother-rn
and ct,aluate thc surface area (,5',,rr) ollhc sorbent (V,ernersson

ct a].^2002).

2.2.5 Bulkdensitv

Acti'u,ated cat'bor.t sample u.as placed in a gr:iriuatecL cylincler.,
tappcd scveral tirles until constanl volunre arrd thcn ll cighicd.
The bulk ciensitv rvas calculated as fhc ratio of the rl,eigl.rt
sarnple to its volume and expressccl in gcntr(MLiclrrga ct ai..
2007).

2.2.6 Ilorphologr anal.r sis

In older to klorv thc strlrcturc si.irht of acfivalcd car.trron.
scanning elL:ctl'olt lnicroscc,p1, (SE\,{} ri,irs gcnet.lr111, e nq;iovcrl
io l'isualize sarngrle nrorphology. Poic slmcti-ire lrnd -strucllrritl
changes happenilg alicl chernical aclivatiou ccirilrl he also
obscrver-l. In lhc prcsent ri'olk. the lair. nrater.ial {rn:lize crir
u'astc) antl tiic activatcd car.bon prcpar.crl in thc olttir:taI
corrclitiorts.,r'ere analyzed LrV this trchniqtrc usirs ir Irhiiilts
XL3C il icro-{copc.
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2.2.7 lRspectroseopyanalvsis

FI'IIi spcctloscopy was uscd to studv thc slu.face functicinal
groups and stnrcture. Thc FTIR spcctra of the rar.v mater.ial and
ihe resulting activated car$on ."r,ere recorded betrveen 400 and
4000 cm-' in a NICOET spectrometer.

2.2 Colrrrnastudies

2.2.1 Prcparation of KNtrn0.-rnodifietl activated carbon

The r-noriifieri activiited carborl was prepared as lollorvs:

The adsorbetlt rvas transfbrred into a laboratory cohimu
packed at the botton.r rvith glass rvool and previousl), fi llcclr,t,ith
distillecl rvater. The colnmn was performccl in a p.vlex glass
tr-rbe of 0.7 cm internal diarneter and l.l crn in eflective ireight.
It is equippe d rvith fixed polypropvlene end caps, polyelhvlenc
beci support anci L.uer-L.ook irriet and r:ullet fittincs. After
settlemcnt, by glavity. of the activated carbon partii:les. tlte
ailsolbent bed was covered r,r,ith a thin layer.of glass wool in
or:der to avoid clisturbance driring the inlet of thc influent. The
1evel of rvater or soluiion pr-esent at the top ol the becl u,a,s

ah,vays fixecl at tlre same 1evel as that of the glass woril. A
peristaltic pump (Gilson- \,inipuls 2) - conncctecl to the bottorn
ol the colnnrn by a silicon tube of' lou, internal cliametcr
(cliarneter: I .2 n-rm) and very lirnited lcngtir (to minimize cleali
volumc) - ensurccl a flou-r'ate of 0.5 mL rn:in '. The total rieacl
volumc fiaction of the colur-nn(bed void volumc * conncctiou
tub ing voluure)icarbon bed volune) w.as 5 3. 3 g,/o.

1'o ntodill, the activated carbon sul.l.ace, a l0'N,I K\hto-
soh-rlion (pII equal to 6.06) was pLrrnpetl dorvn through the
colurnn. The eflluent, collectecl at th* botton-r of the colurnn
lvith an automatic fi'action collector (Gilson), rvas samplcd in
30-ni1 tubes, and stored for kflr anaiysis and pH measulenrent.
Thereafter. the modi{ied activated carbon colnr.nn u.,:Ls rvas}red
rvith doubl_v distillcd rvatct.

2.2.2 Copperadsorption

A coplrer solution, r.r,ith a conccntration oi 47t) mg Cu" L ,,

r.r.as ted througir the column containing utmodihccl or
modi{reci activatcd ca{ron. The sarne per.istaltic pilntp \\ us
rised to ensure iln inflr-rent ilou-ritlc ol 0.5 mL niin . lhe
inlli,rent pH r.i,as ,1.79. Colurnrr effluent rvas collerrtecl in j0_m j

tubcs ibr subsccl Lrcnt copperanalysis.

For column stndies, the hrcaktirrough curve relatirre to each
collsi.icl'cd mctallic specic (h.,fn and Cii) rvas plottecl. -fhis

cLrn,e trauslates the metal concetriration evoiution in thc
collcctecl ell]rient rret'sus tile eflI-rent climnl;itive volumc.
r'r,hicl.r is expresse d in terrn ol nLrmber- of beil volurnes (Ilvs).
Tliis nunrbcr is dcfined as follolvs (Uhcn and \\iang, 3000.
Cllicl ei al., 200:1 ):

Niuttber *l'Lrrii yr:1ititi,;g - r+ixi:I' rr-l'i:'rjltrrrt 
':,tr.fir{i.:;.r-

ljj)iiairif i)i filia,rJri iJ.:il
.,. " . i:11
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Fo r ail so lutei so,:bent co tnlri nations- the breakthron-[ir cu r.t,e s

are approxirnatcly- S- shapcd (or.ar.c apprclaching an S-shape).
'fhe bleakthlough point is dehnccl as tirc phenomenon lvhen tl.re

soh-rte bcgins to apl:)ear in thc cfiluent, rvhilc eriraustion point
occuLs rvheu the outflor,r, concenlratiou re;lchcs the inllou,
concentration (Chcn ancl Wang, 2000. Chen ct al.^ 2003). Thc
KI,{nO,' moclilication of the activated carbon becl ancl the
copper retenticn studies l,r,ere carrred ont at rooln te rnperatut.e
(23-15 "C).

2..1 Metallic species anal-vsis and pHmeasurement

Eflluent santples. collected fiour colunrn tests. were analysed
lor rnetal species (NIn ancl Cri) using -r\cetvlene-Air Fiarner,
Abnric Absuption spectrophotometeL (FlI-lACtli \,Iodel Z-
6100). Thc pll olsolLrtions wcrc measurccl b-,- a high precisior.r
pH-mcter (ivletrohm. nrodcl {r32j, equippcd u,irh a corririnecl
glass clectlocle (Metr.ohrn). Preliminar5r standardisatioti was
systcmatically calried out ilsing,quitablc hufl'er. solutions.

2.5 Chemicals

All chcmicals uscd (H.PO,, I.. mcrhvlenc blue. Na.S.O,.2I{.O,
NaOH, HCl. KlvtnO, and CuSO. -5FI:O) rvere of anai,vtical
gracle. Solutions were preparcd b;r dissolving the
corresponding reaeent in doubly clistilled u.ater.

3 Results and discussion

3.1 Preparation of activafed carbcns: effect of processinq
parameters

Within the scope ololir researches, an ailerrpt has beeu rnacle
to optimizc the plooess partrmeter-{ u,hicli leacl to an activatecl
carbon with good chalactcr.istics. The sLrrtircc ar-ea of the
sor'bent incre ases first rapiiill, if rorn 716 to I 020 m'g ) u,ith an
increase of acid coucenilarion tirm 35 to 6t),14 II.1rO,, anci thcn
slightl"v beyonci 60q'o H,PO. (lil62:rr'g' t-or 85,ri, I{,pO.).
Taking irrto account the sljeht increase of the specific area

occurring in the acid concentraliort rarlge 60-850,i, H-pO.. and
the lianclling cii flicul ii e-s o 1' the mos t concen tr-afed contnrer.cial
phosphoric acid (3-59,i, H,P0. in rvcight) ou'ing cspecially to its
high viscosity^ a conccntratirrn ol609,r H.P(). seems to be thc
most suitable fbr the developmcnt of a !righ specilic surface
irrca oltirc adsorbcnt ntatcrial"

The etI'ect ol py,rolysis ternpcrrlule o:r lhc rnethylene blue
nurnber of lhe arlsorbent shor.l,s that the rluantit], ol inelhy.lene
bhic adsorbed bcgins fo ir.rcrclsc u.ith an incleasc of thc
te nrperatulr fi'orn j50 to 450 "C, anrl then c{.ccreascs .,vhe n the
iemocr:aiLrLc erceeils 45t! "C. f1tu,s, keeping thc oyro11,.ris
tcrnper;rture al e[Lrltnd 450 "f] lc:iiis to a Lrerter cleve-lopmeui of
th e s urt:er.:lporits i ty.

Scvclai invcstigaiols l'ravc establislitd that in thc casc ol'l1,pO,
activaticn cl' othcr' ilsr icultLtriii nratcriais (,,r.oods. cLrc(-;i1ul

she 11. date piis. gi.ail sr:r'uhurn). tciltprrlrtilrcsncighiri:riLt ine 450
'C ',ret'c aiso sLritalrlc io o1-.lain itDtirnri oroper.tics ot- the
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aclivated carbons (Jagtoyen and Derbyshire. 1t)9j, Llolina-
Sabio et al., 1995, Diao et a1..2A02" Girgis and El-Hendau,!..
2002\.

Contrar.v to rriethylenc blue, rvirich is the most recognized

iuobe uroieci"tlc for assessing the abiiify of rl.rc sorbctrt to
1'enlove larse molecules Via its macro porosity (pore diameter
greater than 1.5 nm). iocline number gives an indicatir:n on
micro polosity (pores less than 1 nm in diameter). Tlie eflbct of
the irnpr.egnation ratio on the iodine nurtber is ilh:stratcci in
F-igure I The highest iodine number rvas obt;rinetl at an

in'rpregnation r:rtio of 1 .7-5 . At a vaiLre morc or less thari 1 .75 "

thc iodine nnmbcr decreased. Ihercfore. 1.75 is thc suitablc
irnpr:egnation ralio value leading to the best iocline number-
atrd, consecluently, to the best developrnent ol ruicr.o l)()l.ous
structure.

The abor.e rcsults shoi.v that the most efiicient activated carhon
ls that obtained r.rnder the lbliou,ing optinral conriitions: an
acid concentration equal to 60?1, in u,eight, an irnprignrrtitrn
ratio of 1.7-5 and a pyrolysis terrpetalul'e of 45i) "C. It is to note
that results obtaineri rvl.ren studying the ei'{ect ol' each
parameter (acid concentlation. irnpregr.ration ratio ancl
p-vrolvsis tempcrature) on the r,vholc consirler"ed ploper.tics.
narnely iodirre and methylene blue nurnbers anci specific area
(rcsults not shou,n), iead to the same optimalconditions.

o 55tl
o
E

o
! _--E 5UU

=c

Eo 450

0,5 1 1,5 2 2,5

Figure l: Ef/et't o/'intpregnation r,atio ott llte lrtdine nLt*tber
(H,f)(),cont:enIrd/iot:; 60l/o, J'),rc.tl).,ti:t IemparoIttre; 450 ''t..-
Pv ro ly,s i s durot iort : 2 H )

3.2 Characterization of the nptimal activatedcarhon

3.2" I Adsorptiancharactcristics

{lhalacter.istics oi the actir,ated carbon pleparecl uniler- titc
optinlal concliiic;ns me trtionccl above" ale uiven irr -l able L Fot.

thc rakr oi'corni:rarison^.,r,c have shoi,vn in thc slntc tablc the
v:llues ol sorlie activated carbon chnracte iistics avail*lrie in
litcralurc. As ii can hc sccn. tire chalactcnstics oi ihe citr.hon

r;bl.ainerj iit this rvork cr:rripare \i,.c1l anri sorrcfrilcs rlror-d

fitvtrt.abir: titari the o'.hcr sorb.nt-r. I'lrr yiclC r-r1' thc nctiliitrri
carbori r.i,liich is rieiited ;rs tire i,vcight lalio. otr ii drl,b:rsis. of
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the resr-rltilg actl\,atcd carbon to that ol rhe original maize cob
l'aste(l)iao et at.,20021 - is i* oLu.casc -12.99,. This v.lLre is
significan{1}, higher titan ihc.rse observecl lor othei.
Iignoceilulosic rnalerials such ers hohn-oak sarvdust (25.5r,r;1,
rocklose QA.0%) and olivc-rvood salr,dust (22.g%) (Gorncz_
Serrano et al., 2005)

Activation proces!
.{ds0rbent chxrncterislics

Rclerencc
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ngg',
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im,q !r)

s BEt'

{nrlgil

Bulk
rlensitr
{scfi-

It,laize coLr
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spectnrm ol tire optitral adsorbent prepared in this u.ork is
givcn in Figure 5.

::
I

Irl
I L?9t)

ltl5l ,-l

F

-lable 
1; Compared characteristics of the

optinlal actit,ated carbon

3.2.2 IR spectra sncl SEMmicrogr{rpl$

Pole structut'e of thc AC is ver.y importaut in dcterrnining
acisorption properties of thc sor.bent. Hotvever. thc rntpor.tancc
of the surface chemish.y of AC shoulcl not bc igilorcci. In this
\,vork. infrarcd spectroscol:r\,. \\ras used to obtain infornratiou
aboi-rl the chernical structrrre and fuxclional groi,rps olthe rau,
matelial and the prepared activatecl catbon (Zarvadzki. 19g9,
Jagtoven et al., I992. PastorVillcgas et al., l9gj. \rinke ct ai.,
1994, Solum et at., 1995, Gomez_Sel.rano et al.. 1996). The
FTII{ spcctrurnl of the nraize cob lvastc is shou,n in }rigLrr-c 2.
T}ris spectrum is q,ite similar to thai of'otirer. rignoceiluiosic
lllatcrials such as pistachio-nut shcll and t-ockrose (pastct._
\,'iliegas et al.. 1991. Gorlez- Serrano et ;r1., 1996), The bancl
located at 2929 cm r col.responcls to the L._iJ vibrations in
mcthyl and nteth-vicnc groups. Thc [.:and at i73X crn is
aiicribeil to carhon-v-l C-O groups. The olcfinic iC.-Cl)
vibrations cause the emergellcc of the bancl at lbout 165 I cnt ,^

u'hile the skelctal []"=c vibrations ir aronlalic r.irrus causc
anotlier trvo bands at r-ir0 a*d r.125 c,r'. Tirc r,lbriiti'*s at
1462 and 1-l77cm' are assignecl tc the bancls -Ull_ anii_CH,_
(Jagtoven et al., 1991, Gomez-serrano er al , I996). i.he banii
at 1323 cn.l 

I can be attribr-rteil to (C_O) vibrations in
carboxvlatc groLlps. fhc banil at l2:lti cnr , mav bc attributcd
to cslcrs (e g. R CO-O-R'). ether.s (c -s R-Ll_R.l or phenol
gror-lps. fhc iitll:i1sc Lriurd at li)4li lm , urav aorfcsp(ii1d to
aicroirolic grollps (R- OH). 'fhe 

Cl--H out-ot'-planc benciing in
Llcirzrrre,lelir:,lir'. i ilrr.:rliolts utrrr..S ilri.l,lirrcl lt b,)-iitrr

-l'hc ahor,c-lR 
':rna)1,sis 

sliorvs thc abscnec ol nrlr.oqctr :ind
sLrlphnr- qi.,ps irr thc lr.izi cob .,r,as1c stircl*rc. r.r.hcreas r,r.e
ilr)ia the ilic,\clt.c oj illli'et.r:rtt a)\-\,..{c1 iit.{l.rii)s. rp1iiri.,,:
crirL\o*\'i. nlcoht-,1 ::ud Pircnol Erlrill_rs, e lhc's anil csicis. J-hc

W,tvEtrnItl)rt,tni{l

Figure 2: FTII{ specirum olthe maize cob u,asre

lV'e essentialll, uientionerl that ihe absorption in the re_cion
i300-1000 crn ' is generally ascribecl to phosphonxrs anrl
phospho-c;rrbonaceilus compouncls (Jagtoyen et al.. t991.
Soluur ct al., 1995). DLre to the overlap of-absorption banils
tiom many oxygcn and phosphorous compouniis in this
rcgion^ an unanlbi-quous assignment is difiicult. Ho,ur.ever..
based on ollr analysis data, activated carbon obtained in tiris
,'i,ork conlains about 1.5 wt?6 phosphorous {clry basis), rvhich
sussests the incorporation o1' this ele,rent in the *ctivated
carbon stluctrlrc.

When compaliug the tr.l,o spectra. we can shou, that clecp
modiflcations take place in the rvave number range 1 700_1 000
cm '. fhese moclificatio*s make the speclfurn of the activated
carbon lcss complicatecl than that of the precursor.
cansidering the spectrum of trre carbon, lve can essentiary
noIie e:

' Arlr'ar.,aticdecre:rst:i nintcnsityorthebanricor.rcsponclingto(_-
:Ogroups(-l700cm'). This slrggests that phosphor.ic acici
actl\rated carbon contains less C:O groups than the rai.v
rnaterial.

l'he decrease of the anrount olcarbonyl qrollp-s rnay be clue to
hyrirolysis cfltct of Ilrpor. res,ltiirg in the clecu'.rposirion oi'
these groups and subse,qr,rcnl release ol their b1._prociucts as
volatile ntatter:

' A disappearance o1'tlie rveak bancr set locateil betrveen l5fli)
and 1200 cnr '. anci a shifi of the C-0 banrl tiom l04S tir
I 169cm ':

. :\ clisirppearancc oithc olel-l,ic C..,.C ba,c1 (l(,5 I cr, ,) an,_l
the appearance o1'a strons rbsorption banil il5-5-i gln I

co.r'esp.ndinu lo aromatic C:C groLrps. .Ihis 
tra'slates the fact

tirat thc ilcrivate d carboit stnrcture is richcr inaromittcs.

Tiikirig irio accorint tiie ra'hole oLrse^,atior-is an{l comnrr:.rc
given ai.rovc, ive can concluclc that tite aciil inrprcgnation oithi
ra*, lrtalcrifil lirllo$,c<i b.,- tlir: pvrol_vsis stcp lcltl to :i nror.
clrbcuaccous;ruci arolnatic st-!.r.lctlre i-iue to the Lleh.,,cjl.riit,t-r

:::
i,

rtrir--l j

r I0:t8

Ii*'
I
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effict olH.PO. and evolution of volatiles during pyroivsis. In

another respect, iR and chemical analysis sLlggest that

phospholic acid chen.rical actir,ation leatis to the incoryloration

of phosphorous elcment in thc structr-rrc olthe obtainedcarbon.

+rY'!r r::t eif,i 
.i*rnr,r",r."",,rr., 

t'

Figure 3: FTIR spcctruru of thc optimal activated carbtln

'fhc microstructut'e of thc rarv corn cohs and the rcsulting

actir,ated carbon prep*re cl in the optimal conditions at.c shori'ir

in Figure .l. For the maize cob rvastc (Figure 4a), the snrt'ace

was quite snlooth \,vithout an,v porous structtlrc crcept fbr strme

occasional cracks or curl/es. Cornparison ol ti.re precnt'sor

morphology rvith that o1'the derived carbon (Figure zlb) aitesls

substantial changes occasioned by phosphoric acid activation.

The solbent srilface exhibits a clcat' prlt'ous structltt'e and a

predominately micropot'ous chatactcr r,l,hich is rcsponsihle of
thc high deve loped surliLcc, at'en of this material anil of its high

iodine numbel.

Figure 4: SIll\'{ micrograpirs of cot't.t cob waste (a) ancl optirnal

activated carbon (b)

3.3 Column stutlits: KllnO.-rriedi{ic*tion ol' the optimal

activated carbon and copperadsorption

Lrlodification tif the sr-rrfuicc e iicmi,stri,- olcarbons rs recogtrizcri

as an attracti\re roLrte tor,vards tlte ttovel application ol'' these

rnalertais as poll,rfLl11{r1ir:nal arlst-rrbents as ivell iis catalvsl

srillpL)rls ( F: l -I I cnilaw' v, l{-}L} 1. \r' l adirr iir and D ani s h. l Liii2 ).

N'Ictal uptike by actrvatecl carbitri is:rssttirlerl to bc luitcl!r-rn of'

lhc :rmorint ol p,:Iar ol eciciic groLtps prc-{ctli otl thc sot''ocnt

sullace ('i'oles et e1., lt)i)91.

Solptir.e ciipacity o1' e c:rle ntirinai catbons ttlrvrt'tls ltcar -v

metals is rather lil1v. Holvgver, met;il sol'ption can be

considerabl,v cnhanced by the irrtroduction ol rveaki.v acidic

hrnctional groups through srtrf'acc oridation using dilTcrcnt

agents such as nitric acid, h.vdrogen peroxide. potrssinm

permanganate and ammonittm persul{ate (El-}1endal1".

2003). Boehm titrations shorv that sutt-ace oxidation of
activaterl carbons greatly' itrcr"eases the conccntt-ation ol
oxygen-containing surface acidic sroups (essentiall-v

carboxvlic and phenoiic surface groups) ri'hich improve

cation-exchange and complexatiou properties ol these

sor:tre nts (El-He ndari)', 2003. Vladirnir and l)anish" 2002).

As surfhce modifier agent, KMnO, behave dilltrentl-l' irr

accordance r.vith thc treatment rvay. Whcn KN'InO. is userl in

mirture *'ith a conccutrated strong acid. likc I{NC,. the result

of this treatnrent is a considerabic increase of the anronnt of'

oKygen-colltaining functional groups on thc solbcnt surface

(Chen et al., 2007). 'fhe reduction products of K},;inO, and

IINO, are in this case water-soluble species r'r'hich are

eliminated cltrring the subsecluent r,r'ashing step ol the tr:eated

oarbon. in rcturn^ in alkaline^ trcutt'al and slightly aoidic rrle,dia,

KIt4nO. is leduced by actit ated carbott to insoluble lv{nL},

u,hioh irrpregnatcs the sorbent sttrface (Okonieu'ska ct al.,

l{.}08). In this connecti.on, recent stltdies have shorvn that somc

filtration materials with a Iittic or no sorptive propcrtics, such

as sand ancl crushed brick. act as good solbents lor cationic atrcl

anionic species r,r,hen coated tvith oxicles (oxyh-vdlorides) of
ilon (lll) and esscntially maugane,se (lV) (Berlamin et al.,

1 996. Boujelben et al., 2008). For these engincered coatcd

sorbents. solutes adsorb at tl're iron or mangancse

oxyhl,droxide suttace b,v forming complexes u'ith the sul'tacc

sites (Chen ci al.,2007, Benjamin ct al., 1996i. Sincc the

cornbination of actir..ated carbon ancl insoluble N'1n0,

(cornpcrsite meclia) i,vould take advantage of the strength ril'

these trvo materials, the second trcatment sffatcgy u'as arlop-1..d

in thisrvork.

3.3. 1 KlInO.-modification of the optirnal activ*teclcarbon

-fo impregnate the activateil calbon rvith manganesc (IV)

oxide, a lO-rlvl KN'{nO,, solution (natural pH t'r.06) rvas rLsed.

Figure 7 shou,s tl.rc evoh,rtion during thc peri'tlatruanete

trcatnlent ol the outflo',r, IVfn ct-rttccntratiotr atrci pH as a

I'utrction of'thc collectcd ctflr-rent (.cxpicssecl in BV). Tn thc

cor-u'se of tliis che r1rical treattllcnt, rve did not cietcct an)' trace

of MnO, in rhe collected liactions. in si:ite oi-the pelcclaticln

of 30il B\,' of eiltient. The ciuantity of- I-educed Mn (\ill).
con'esponrlit.tg tri 300 B\r, is at.t.toltntlng to 37.') rng i\{n s' of
solbcut. Since thc actilatcd c:rrbon u;as nol .vct saturatccl lill'

.100 B\l it niight be dciiLrced that the capacit;'oltirc carboir

cr.r1ur,'rn to t'edttcc N4nf), is higher thln 37.v rlru \!tr l'
llorvcvcr. tr,hcn the ctllncnt voirti:rc leac1.:cd approrirnlrtcl"'

1 50. a r.erlv- clerrr -yc11o''v-chcstmtt coltlt-tt'. vvhrcli i--ar"rld bc

assigncd kr Nlnl)., u'as r,isuallv clctecteci irt the c,;lL:cletl

ij'actions. 'fo make cctt:iint1'' thai t.tratigatrese (l\i') orir.le is

clflctir,cl)'at thc oligin ol this coloLtt', rhcn.iicll tcsts wcrc

I
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applied to the collectecl eftluent (Charrot, i 9g3). The i'orlorving
che nrical tests, r.vhich u,ere 1:rositive. consistedin:

. Oxidation olNfnO" rvith pcrsulphate, r:nde r heating ancl in
the presence of Ag- ion as catai1.s1, rvhich learis to thc
lorntation of I4nO. having the citaracfe ristic pr.rrple colour;

. Redr-rction o1'MnO, r.vith oxalic acicl, u,hich leacls to the
fbrmation of Mnt. ions character.ized by their p inkcolour.

In addition, rvhen some drops ol l0 rN{ 
KX4tiO. solution u.eLc

adrled to a diluted soh-rtion of N,In'. ions. the salne colour in thc
colleoted fi'actions u,,as obtainecl. hr this connectioit. it is u,ell
Lnorvr.r that Vlrio.- reacts rvith N,In'' ions vieicling to \{nO..-l'h*s, this additio*al tcst confirr,s once again that \.,lnO. rvas at
the origin o1'the observed colorir.

To quanril,v the an*unts ol NlnO- presenr i* tlie tliilere,t
elllucnt fiactions, analysis ol h{n elen-reut ,v,s carriecl or_rt.

Simultaneously, the pH of each fractior.r r.vas mcasitred (Figure
7). It sliould be noted lhat for manganese analvsis. Mnt),
present in thc collected Samples r.i,as iirst recluccd to N4n, ior.rs
ivith crirstallizcd oralic acid in the pr.escncc of r:nr clr.op of
concentratcdH,SO,..

Accordin_e to Figure 7. the curve representing the evolution of
N.{n concentration have firstly a slrape sinrilar to that oi a
breakthrough cune (effluent volurne <1-50 BV). l-r.orn this
plot. it appcars that lvfnO. begins to lcak out thc colnmn at an
ctllucnt volume equ;r1 to 16.6 BV, and not:rt 150 B\r as visually
detectcd. The increasc ofthe outflor.r,h,fnO- conce.t.atio, untiI
1,50 BV is accompanied b.v a simtiltane,ous incrcasc of thc
eflluent pH. This pH evolution ma,v be assigned to the
reductio, of NIno. to lVir.ro,'ur,ith activated carbon^ rvrrich is an
alkalizing reaction:

\'1nO. *3 c'+49-+MnOl +2HzO(2)

Wire n the effluent volurne is near:iy 150 ts\a the concentr.ation
olN4n (il lact trzlno,; increased sisnificantly rvhile el}irienl pH
slightly clecreased. 'l-herefcrre. it might be s*gge stecl that there
is possibly a seconclary reaction pr.oclucing Ir,4nO. anil
i*cr.easing i, the sarne time the effiucrrt aciciirv. Accor.ilins to
tl.re litcrature (Char'lot, 197.:{. Char-lot. I gS j ), it appc;rrs rhat thc
onl-v acidi$'ing rcactions leading to L,ln0_ lbrmatio!1are :

. '['he recluction of-N,ln0, *,ith X,ln' ions accorclinq to:

i ir.{n'' * 2 N{nO. + 2II.0 , -5 Nino- r 4} I (-} t

This reaction is krrouri ttl {:rs 511i11. at antbrent 
'eliipct.iltlird.Ilorvc'er, it ca, he cataivze{:l b,v act!iateil ciir.b,'. iliioiving

the e.x:rmpic ot- the ivell k,ou,n t.eductir.,n rcaciinti 
't'clilorine*,ith u,atct (l-r.onnaise des eaur. 1 g8'-1 ):

. Thc oxidation ollv.In' ions r.l.ith ciissolvcil o.r_vsdir in 1.!aLur.:

h'Jlt"' - l',0. . tl O + L,{r0.. ltl (4)

ISSN : 2-581-66s I

Wirich is weil knorvn ro be catalyzed by NlnO. settled r:l tlie
sulface ol activated carbon (Okoniervska et al.. 200ii).
I{eactions (3) and (4) supposc that the r.cduction o{,fuInO - b-v
acti'atcd carbil' (Reactio, (2)) pr.d*ces Mn, in acklitio, to
l\,{no. as plincipalprocluct. This N,In proclue tion niight r.csrilt
cven dircctly accordiug to Charlot( 1983 ):

tuln0*' r5 s-+$H' -l\.ln' *4H,O(_5)

or via N,in.O. iurrnation {Charlot, I c)83):

2 MnOr-r- 8 e + I 0 I{' * lVI1,O.*5I{,O(6)

Which then spontaneousiy disproportionate to give h,,ln0, and
L.'ln' according to Charlot i1983):

h,{n.0. i 2}I -l\ilno. l Mn''+H.O (jI

B

7

6

5

4

3

2

1

0,1

0
c 50 1 00 .1 50 200 250 300

Effluent volume {BV) 350

Figure 5: K[,1n0,-modificatio, of activated carbon: et,olutro*
of l\.{n concentration ancl pH of the collectecl fi.actions ol
efltrent

fionring back to Figure 5, rvc shor.rr that- at an effiucnt volume
grcater than i 50 IJV - the conccntration ol.manganese in the
elfluc*t inc'case s lvhile the pH decrcascs and vice versa. Tliis
suggests that Reaclions (2) and (3) or: (4) ar.e per.iociicaiiy
alterrratcd in the carbon cerlumrr.

3.1" I Cu''adsorption

Aclsorption cxperinle nts .f- coppcr r,vere cotrclucted through
tire bolh lreated aud untreateri aciivtrteci carbon bed r.,.ith
KN,lnO,. '['he obtaineci Lrreakthrough cLir\res are shorvn in
FigLrrc 8. As it can bc scr:n. the breakthrou_{h occr_u.s at 1.7 and
1.5.6 B\i lirr" unnrodified ancl Klr.,ln0.-nroclifiecl adsor.bcnt.
respective I_v. Florn these plots, the adsorption capacity (i1" ,.) rrl
thc carbous fb' Cu'- ions r,r,as eleterminccl usi,g the lollori,ing
rtlirtiun t fi'errrillruir. I {/tri}:

r\',-\ ,rli rr | - tn.rl.

rvircre V,,, is thc cfllrient voluntc ci-,rresponrling to ihc poirrt oi.
inllcx!on oi'cach brcaktl.u-ough cLrrve. V,, is thu total clcaci
r'olLrrrc r--f thc crilir**r, fc,'-1 is thc i*ll*ent corce,trilr;on arld
,r is rhc arnount oi'iicti'atcil car-bon Di.e sent i* tlie ci;hir*'.
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The obtained \/a1ues were:

q..,: 12.0 mq C.r'' g'' lbl lurrnoclifierl calbon q.,.,.: -j5.-i urg

Cu'- g ' lol modifiecl car^bon

Figure 5: Breakthroiigh curvcs lbr coppel adsrrrption lelating
to KX'InO,-rnoclifieci ancl unmodilied activatecl carbou

Thus, a marked increasc in the copper uptirke capacitv of thc
modifrecl activated carbon is observeci. Indeed. tlris e apre ity is

enhanced by a tactor of u;.r to 3 fbr the MnO,- irapregnatcd
carbon. In thesc conditior.rs, \,ve call conclucle that KIl,InO.-
t1'eatment ol contrentional activated carbon consiclerably
improves the acisorption capacitl, of this sor'bent torvalcis

coppcr as a typical transition rnetal. Copper i"rptake capacities
(c1.,") depend on the nature of the starting nraterials, the
actir,alion process ancl the moclificalion n'rcthod i-iscii tbr thc
preparation of thc sorbent. Copper'(II; uptake capacitres (q",,,,r

cqual to 5.08 and 18.22 mg s t\ct( tiri cxrnrple obtainecl by
Vladimir and Ilarisir (2002) u,hen ,-tsins unoxiciizccl and
HNO.-oxiciized commercial actjvateii carbon, rrspectii'eiv. On
the other hand. rvhen considering rice iu-rsk nrociilie cl b1..tarralic

aciri uncler palticular contli ti ons. (' r-L: uptlr kr uupaeitl oi'29 m g

g-' rvas observed lWong ct al., 2i103, Chuah et ai.,1005 l.

3 Conclusiou

Ilased on the results obtainc,d r.i,ithin llie frarnervot'k o1- liiis
study, it appears that nraize cob ,uvaste mar,, constitute a suiiable
prccllrsor fbr the manufactnre of a por.r,er-f ul activaterl c:lrbon
tkoi-rgh chemical activation ri,ith phosphoric acid. Thc mosl
clllcierrt activated carbon is that trbtairrcrl r;nder thc t-ollox,ing
c-ptimal conclitions: an ac jd corrccntratiol: ccliiaJ to {!0tfir }{,P0..
an itrplcunation ral.itl of i.75, iinrl a p3,r.o1y,sis tcn.ipe r.iitLrlc oi
45t} "C. 1-1ie arlsorptiou charactcristics olthc aciivile.i clli:rou

',rrepaleri r-intler t]re,;e eonr.litions ciJrnllilr'e u,cll. anil sorrietin-:cs
nrore iavorab[y i]ran thc ltrcviituslv lcpoiis lirr uctir.atcil
carbon inlitcratulc.

Thc nrair: concinsioits that cln bc ,i1rar,,,n

ilr.e stigation arc git,e n he iou.:

. ]'he eap:rcit1. of ihc optirnai actir.ateri

l't'onr [l'rc CL'rfiellt

car-bon to recir-icc

ISSN : 2.58 l-66! 1

N{nf}r- exceed s 3 7. 9 rng NIrr -{-' o{aclsorbenr;

. ;\ rr-rarked increase in the coppel uptake capacit-v of the
moclifiecl activated carbon is observed. Thus. tlte capacity fbr
copper sorption was enhanced by a factor of up to 3 after'

rnoclification of thc proclr-rccd activated carbon by
permanqanale tleatment under specifiedconditions.
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A b st r rrc t-The lnlbrmation Technology has tleveloped r:rpicll3, over
the past ibry dee ades.The need lor kncrvledge in tlrc fieid of C"r"ber

Security is increasing day by day-. The training atd teaching
me thoilologies used are onlv theoretical. the inlbrrnation in books
although increase the knovrledge of an individual horvt'r,er dor:s

trot help thcrn in the real rvorld scenario.'f hese trariitional rr'a--vs i.rf

tcaching C1,ber Securit],has led to the decrease in the csnfidrncc
of an individual rvhcn faccii rvifh a rcal rvorkl problem. To

overconlc this issuo a conccpt on Capture thc Flag rvas introduccd
lhich helps an indiviilual to tackle the issues faccd in real world in
a sinrulated environnrent. This garne hased technique not onlv
piques the interest of an individual in the licld ol (,.r:ber Securitl'
but also hacks thc confidencc lbr tackling the prohler,rs. 'tr'hi-r

method ofbreaking dorvn the conccpts into ctrulhngcs and tlving
these challenges in a competitive envirorrment lvzrs lvidell'
successtul.

Ket,vt,ords-captiire the ilag, learning thlough game. sirnr"riated

e nv ironment, c.vber-cri mes, vulnerab i1 it,v asse-ss nr cnt an ri

penetration tcsting

I. INTRODUCTIT}N

As the influence of lntbrm;rtion Technologl, is rising, the

ntituber of users usilg the internet has exporrentialll, inclsi'ir.d
resulting inmorc data traii-sti1'r'ec[ o"'er. 1he inielnei. \\/itli rhis

increase in technology many sectors halc movcil ovel to the

internet in ordcl to provide molc qualitv and cost cllicicnt uscr

experience. As biinking sectors movcci to thc intcrnet. ihe lcal
money trarlsactions staltcd taking plricc ovcr thc intcrnct rviricl.r

led ic', inclease in the C-v"ber Crimes. Silce so rnnch valuablc
data is norv being stoled and nrovecl or.'er the inlelnet the rc are

many people u,ho tly to steal this clati,i lbl their orvn benelits.

The conccpt of C.vber Securit,v r.vas introcir-iceri 1a iniblm thc
pct-rpic about the tl.rreats aud n-sks of using the tccilrologv. 'I'hc

risk oiusing a lulnerable device or technolog),'has lc:d to thc

tlorviriail r.lf rnany cntelprises and or!.auisatiorrs. -fhe lack ol'
knor.vledge in the field ol Cyber Securily is lllc nriiin causc-

ri'hich make pe ople fallple,v to the {lvber'{llimirials"

Thc ctlrlccpt oi C.1rl-.e r Secriritl' bcigg taLrqlii tlict:r'ctic;illl' tlid
irclp incrcasc the alvaicncss oic-vbcl lisk'r-.ut riiii nrrt l:cli-. thc

ircopic tq.! {-vvr1go111g r:r to fix t}rr prob}ci'ns. Silic. tirir :rris'irc
lctirocl ol ieacliiug *nl,v intrc,cir-rcrs iLn inriivi,iu:ri tr-- tirt:

ionct:pts ald docs nr,nr, lcacir iio*' to appi1, iirc lr)i]cf,llL. a

:rr,--thoil -ras lequireil tlr lllake peuple iearn :.]bolri tl:r fixing the
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issues created by poorly designed iechnologies. A ivay in

rvhich pcoplc can visualisc and see hou, thcsc tcchnologics
actualLy rvork rvill help them understand the background

iielails of the pr'ocess.

Ca;rture the Flag is a inethod olteaching the concept of Cyber

Securitv in a fun r.ay. This game based teaching method is

called gamiiiciition. Gamilication is the application ol gamc-

clcsign cicnrcnts and gamc principlcs in non-garue conicxts

[1 ] i2]" This me thod encourage s ]rec)ple atci kee p tl.rern engagecl

in the activit.v. CTF evolves into a network and inforrnaiion
secrlrity garnc l3], even used as a teaching ancl lcarning
malerial [4], and as 'uve1l as a selection tool in netu,ork and

information sccLlrity competitions [5].This attempt insecurit-v

lcalning in the form ol CTF game learning pror.ides

exlleiience that pla-vs kcy role in intr:oducing nerw,orking

collcepts and network security skills as those can assist people

to apply basic salety principles and techniques for the
protection olcomputers and real-w'or1d nctr.',,ork svstcrns.

II. CYBER ATTACKS

.i\ cyberattack is deliberate exploitation of conrputcr s,vstclns.

technoloel'-dependent enterprises and netu,orks.
Cl,bclattacks use malicious clrcie to alter computer cocle. logic
or data. resr-rltin-r: in disrLrptive consequences thai can

cor.rilrromisc clata and ieacl to cybercrime s^ srich as rnformation
a rrcl identity tirefti 121.

fhc cor-intries in above graph suff-er from Ll),ber Attacks
resLrlting in huge aolollnt of data loss re-srilting in lalling ol-

{"{t qvrLl r ,'1tr,1L r!5

t i*lr. s r*\ki*3'
R+\qsn{..r

l, i:..

L 'l-op lll cc,-:nllies irrcing f._vber Attarkritig

In
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ecorlolliy. i,c1ia is the 2"" most largeted country irence it is
necessary to sp|ead the arvar.eness .imonq the citizen of the
coilntry about thc iraportance olCyber Securitl,.

\lbrldrvide spending on infor-mation securiry. products and
serr.ices rcacheci $l I4 hiliion in 201g, a,, incrcase at 12.4
perceni fiom 2017, iu 20l9 the mar.ket is forecast to grcxv g.7
porccnt b $; 124 billionll3]. fhe rnone_v investecl on t_.rvber
SecLrrit:,, is incrcasingpcr vcar, since a lot of-organisations have
shi{ted their databases t. clriuri storages a,cl reqr.iirc bctter
security to maintair:r the confidentiality of thc clata.

III. CAPTURE TIIE FLAC
CTF game is divicled into three lieqr-iently used_scenarios:
.leoitardr.i Attack-Ilef'ence and Mixed [6].In Jeopard,v scenario,
thc pLayers arc asked to solvc sevcLal tasks _ to gain anrl collect
points. The u,inner is the pluryer nho has the highest point
accnmnlarion. In Attack-Def'encc scenario, tl.re pla.vcr.s are
divided in to trvo teams. Each team piay thc role to attack and
rnaintain thc complrte'system p*^ri<lccl to the tcarn. Roth rca,rs
are obliged to attack the oppo*ent tealrn as rvell as pr-otect their
assel. Vlore precisely, each ream is responsible to protect a host
set and rvithhold the flag (confidentiar i*fbrmation) ivithi* the
host. Each tcam is notallorved to prevent another team to attack
their host. Instead, the teanr's prioritl, is to cietect attacks fiom
opponents. Additionalll,. e ach te irm must attack another tcam anil
retricve the flags tbr each hackeci irost. N4ixed sce nario is implied
as the mixtule ol-the hvoprevious scenarios 13l.

,,l.lYht,CTFs?

.Ieoparrl.u'- scenario crF is useii to teacJr Securirv as it uscs a
problrrn stalement and reclr.rires a possible path 1o reach a
sohition. Duc to this approachjeopardy sl_vle CTF come s out to
be the best gamification approacl.r there is to piclue thc
indil.iclnal's interest to,,r,ards C1,ber Security. Since solving
simple challenges also increases Ihe conficlence ancl
cllcollrages the person to pr_rsh f-or more i1iftrcult problents.

Irlags used in the CTF ar.e basicaliy strings r.thich tclls arc
parlicipant the hint to rc.ch firc *ext rlag or just cncodecl str-ins
rvhich r-rpon submission 

-grants points. C'IF,s rvere design"-d to
test [l're partieipants cyber securitl,knor,vleclge bLrt it coLrlcl a]so
bc useil as a tool to teach Cvtrer Secur.it1,. Since flTF-s arc
sirnilarto rcal world sccnarios thcy givcthe participanta fcel to
u'hlt thc reai u,orld pr.nblcrn is 1ike.

:=::ff;.1,ffE

feq:
*,-:. A

:t
ai,L,rr=: Nl::::::=
:::i i: illi;...r
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VAP-f is a process in lvirich the Informalion &
clomnr,,icraticln -fechnologies (lc1') infr.astrLrctur-e consists ol
computers. nctrvorks, scrvcrs. operating systems anci
application soltrvar.e ar.e scannecl in orcler to itlerrtiiy thc
presence oikno."l,i.r ancl unknorvn I,Lrlnerabilitics [7]. Tlre r.nain
goal of a tlTF is to pertbrm VApT of the s,vstetn to learn fbr
prescni vulne rabilities ancl h.y to puretrzrte thent hrr thc flngs.

li'he \rulncrability Assessrnent part teaches thc purticiprnts
abor-rt the seculity risks ola systcnr as .,ve ll as teacires them thc
underiying concepts o1'the systen.r, the penetration Testing
part is clonc to make the parlicipant awarc hou, the hackcrs use
the tools and tecluiiclues to conlpromise the vulnerabie system.
Bv iea.ning these tech*iques the inclir.icli-ral gets to knolv ahout
the exaci tlaw o1'the system and can nolr,patch it up to prevent
turther e.xploilation.

B. Creutirtg C'TFs

The CTI] nsecl to tcacli thc Sccurity concepts ts hosteci on a
vi'tual erviro'rmenr, the 

'irtu.lisatior.r 
is achievecl Lrsing the

ir1,'itervisor. A liypervisor or virhral rnacirine rnrtnitor (VMX/I)
is a ccl,rpute'softrvare. Iirmr.vare o'harclware that creates ancr
runs virtual rnachir-ies. A computer on rvhich a hypert,isor r.nns
onc or morc viltual machines is callcd a h<lst machinc, ancl
each virt,al machi.e is callcd a guest n.rachi^e. The hypervisor
prescnls thc gucst oper.ating systems rvith a Vir.tual operating
piatlbrm and manases the executiot of the guest operating
svstenrs [.31.

.TYPE 
T

***1r*
l!ffs a,*fe$

TYFE T
,,osted

Type 1 and Type 2 Hypervisors

Since ilris pi o.ject is made for teaching puryose no propi.irtai.l.
sol't*,are is Lrsecl in making olthis CTIj. Oracle Virtr-ralBor is a
iicc end oprn-source hostcd hv;rc*.isor rbr xg6 virtr-ralization.
devclopecl b1,' Oracle Corpor.ation"Thc Oper.atinu S),stenr
chosen lbl tlie pro;ecr is Ubuntu wirich is a [i.ee trncl opeu_
soLircL:LiltLtx c{isn'ib'tion basecl o, Debianlgl. L,lrLrntu I 6. it-1
cotlenatlcXcnialXcrus is chosen i'or tiiis project.

\,1rny sclvices ale star.teci on the vir.ilial macirine to pr.oride a

t'ca I lii'c scivcr sccltario, scrvicr,s likc IjTp. SSu. HTTI,. Lrrc. ar.c
sI;rrteil 

'ri 
this ntlclriue.,.\ll ihe scrvices srl..rcd on this project

arc ii j,"o opL'n-s{-)utcc. All of tircsc ar.e thc ba-sic scri.i.^i.s
gerrcr'.lli, cnabled or a ,,oi.,i:rl cor]truier sen.er. fliese scl.\,cl.s
nrc expl.iteii b1" ,rlriicicr-rs h*c<ers Io cKlract coniirlertial daia

pi,, ?

...,, l-{ARn
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of multiple users. A11 this is achiel.ed because of lhe mis-
configured services or Lrsing the vulnerable applicat;ons on the
server'. To make pcoplc undcr-stand the neccssitv of using
propcr'ly patchcd and confignred application thesc serr ices arc
errableci on tirc virtnal machine.

Since the CTF is hosted on t,irtual etvironrnent it can be
exported to externalplatf'orrn 1o be tested orplayerl upon.

C. Exploiting the CTF
'lo exploit the r.irtually hosed CTF u,e necd another operatillg
system, this lvil1 be attackers operating system rvho rvill be
exploiting the services hosted on thc CTF lserver). This
attacker is actualiy the participant rvho is participating in the
C l-Ir or iearning about the Cyber Seculity through C-f F"

Kali I-i,ur i-s a l)ebiirn-cler.i'ec{ Linux distribLrtio* dcsig,ccl fb.
disital lbrensics and penetration testing. It is maintainccl and
lLrnded by Offcnsivc Se cunty Ltd[10]. Kali is also opcn-sourcc
operating system available lirr cloll,nloacl. Kali Linux has over
600preinstalied penetration-testing pl.ograms. inciuclin-u
\mitage (a graphical cyber-attack mallagcmcnt tool). Nrni:p
'a port scanner), tr\,'ireshark (a packet analvser.). .iohn the
Ripper passrvord crackcr, Air-crack-ng (a sofilr,.ar.e sr,rite 1or
r:netlation-testing .uvircless LANsi. Burp suite and t)\\ASp
Z.\P rvcb application secur.ity scanncrs[ 1l ].

The CTF starts by attacker connectirrg to the same netu,or.k
',,. helc the vr-rlnerable vir.tual machine is hostcd. 'lhe basic
methodology is usuail.v to perlorm the \iulnerabihtv
\ssessment first then to go for thc Penctration. To gathcr.the
:rtbruratior.r about the services hostccl on the svstcn.l scenning

.s done throughvarious tools r,vhich are installed in Kali Linux.
-\s soon as the flag is capturcd a screenshoi is tahen as a pr.oof

-rnd to post it on POCI ( Proof-oi-Concept). In case rtf'onlinc
CTF flag is required to be submitted fbr the points. The orrlinc

.rudgcment manager rrerifies thc flag aucl gr.ants thc points
:rccordingiy.

Thc C IF rve ale making in oLu'projcct is actualiv a Boot2Root

ISSN:2581-6691

challen-qe u,here the challeriger is recprirecl gain the root irccress

of the rnachine. Since the participant has no prior-kno*.leclge
about thc CTF it is callcci Boot2Root as rhe participant is
lequirerl to search fbr vulnerabilities ancl exploits all by
liren.rseivc-q. It is also considct'ecl as a black box testing as thcr.e
is no knou,lcd-qe abor"lt thc background serviccs running in the
virtual r.nachine. Intcrnet access is pt.ovicled so that tlte
participant can look r-rp in the internet and can search lbl
possible exploits to exploit the services. After getting the root
access itl'tlre ntachine the parlicipant is reqr:ir-ed to traverse to
the iloot dircctoly of tl.re machinc to obtain the last Ilag, u.ith
this thc CI-F is complcted and thc participant gains thc
knori,ledge about how to expioit the u,eakness of ser.vices ancl

to secnrc thcm. Since ali this is practicali,v done b,v the
pirrticipant the erperieuce gained by the participant is r.eal

1reasure as it cari't be achieveci by theoreticai knor.vledge.

IV. EXPI.]RINIENT

Although f-'TF can be used fbl learning purposes it is
neccssary to assess the clilference betr,vcen the knorvledge and
expericnce ol tlie participant belbre and afler the CTF. An
experinrent tvas conducted to galher the data on the Cyber
Seci-ility a\vareness. i.ve provided a qr-tiz to 2 groups. 1'' group
containcd people rvho have never stucil'ed cyber secur:it1, and
havc basic tcchnical knou-ledgc. l''' ur.otrp contained pcopic
r'r.ho have stnciied cybe r security and have technical
knol,r,ledge. Each group consists of 40 participants.

It r.r,as observed that response of group-2 was far better
compareil to the group-1. lhe crperirnent made itclearthatthe
pr:op1e u,,ho have no knowledgc about cybcr secr-rrit] arc Dot
nu,are about the irnportance of cybcr security. The CTF u,ill
hclp pcoplc rvho have biisic tcchaical knor,r,ledgc to improve
tireir knou,ledgc about Cvbcr Securifi and less prone to cybcr-
attacks.

Re$ponle $f Pafricipsnt! oo Cyber Security euir

' ".6rorp?

J!?s/'1,\l
\"/

1$\

c_--.'1 2lr 56 i]$1,
.,i Ci J:ir:j:a-rt

iriq. i. I_inc lir.rrph contparing Tlesults

\i CON{]I,USICN

fhe rnain objecti,.'e clthis prr;jcctr.r,as to sprcad a\,vareliess on
[.1,bcr Scciilitv t]rloiigh t'TF. it il,as c]rosetr bccausi: iI ua,
obser.vccl that qanriiication er:cortra_!es peoprlg io ke cp pushing
firrivard anii kccp tlrcm urgaeccl cvcn thuugh the pl.o'l;lcnr is
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taLight through simple problems i.vhich ar.e easy to rlnderstancl
ancl boosts the confidence.

The CTF also helps the peoplc unrlerstanci the r.cai lite
scenar-ios and prevents them fi.om lalling victims io eas).
attack-s rvith arc seen daily in news like phishing scants,
ransornwares, social engitreering, etc. Ihe experiment shou,erl
thc improvernent in kror.r,lecige about basic cyber seci-rrity and
hclpccl thc indiviclual to aloid cunl.l1on rnistakes to fi;lling
victim to such attacks. The orrerall experience has increasecl
the ar.r,areness about thc need ol.Cl)rber Security..

VI. SUGCESTIONS
;\s it w,;is observed in the experinient phase that the CTFs carr
be intirnidating at fir.st to people .,virh almosf no technical
krorvlecigc. Hcnce it is necessary to lirst tcach thcm the basic:
belorc making thern go thr.oLrgir the CTFs as it cr.lukl backfirc
a,cl make pa,ticipa.t lose coniiclencc. Thc crFs are *,tlc
chalien_uing so as to increase the knoivlcci-ge of thc parlicipant
nncl to tacklc this conficlence is rcc}rircd, ilthc participa*t lose
confidence the1, 1yor,1 be able to soir.r, the Cl.F. The lrost
recprirecl thing is the ability ro not to give up ancl keep pushing
to achieve the goals.
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,lhstruct-Imirge rctrieval nrenns to recover fhc original inrtgc
from the reconstructed irnage. here in this paper n.e have
discusserl Iafest techniques in the fleld ofimage retrieval tbr inr agc
processing. Content Basetl hnage l.Letrieval (CBIR) is one of the
Erost exciting nnd lastest grorving research arels in the lield oI'

Image Processing. Thrr techniques presented :rre Boosting imlge
retrier.xl, solt querv in image retrieval system, eonfent based
inrage retrieval by intt,glation of nretatlata encoded multinredia
t'eatures, and nhject based imagc rctricval and Ba'r'esi:rn irurrge

retrieval s!'stem. Some probable future resEarch ilirections are

also prcsented here to explore research area in thr.'lield nfinrage
retrieval

I. INI'II.ODUCTTON

\\ in.rage retrieval system is a coin1.u1s1s);ste!r tbr browsing.
::irlchinq and retricving ir.nagcs fi:orn a large claiabasc ol
-ri-cital irnaqes. Ivlost traditional and colllillon trethods ol
ll. rrge retrieval utilize some meihod ol- adding meladata sllch

,r: .aptioning. keytvorcls, or descriptions to the in-rages so that

lr-tricval carl be pcrformed civel the annotation rvords. Manual
::r1:ige annotation is time-consuming, lahorior-rs and expensive;
l,r adciress this, ther"e has been a Iar.ge alnount of rcsearch clone

-r:r automatic image armotation. Additionallv, the inclelse rn

.ocial r.veb applications and thc scrnantic u,cb havc inspirccl thc

,levelopmenl of several web-based irnage anntri;rlion tools. it.r

tsoosting Image letrieval, the appr.oacli is pledicated on the

rssumption that each image is gcnerate.l bv a sparse sct of
risual '"carises" and that images rvirjch arc r,'isually sinrilar
share causcs. Thele is a mcchanism ii;r comlriiting 0 ver.v large

ulttnbcL of llighli, selcctil,c tcatr-trcs, u,hich carpture solnc
esirects ofcausal structure. At qucly tinte a uscr sele.ts a icw
crampie images" and a tecluriqLle kno$,n as "boosting" is usecl

lo learn a classiflcation tuuction h this tiaiure spae:e" In sofl
qr-rcry in iinage retlicval system, the use of soii cornpr-iting ancl

'rscr-r'ielined c lassifi cations in multiurcdia databasc,{-vst.ir}s
ior ccntent-basecl quclics is cxplored. With tLaditlolral

rirtabase systcms, objcctsltLiplcs arc groupccl into
- irsses,rrel:rtions using "harcl" nrernbership. Henre. {ire resiilt
.ri;i q:,rely.to obtain the mernbels of a class is r iixeii sci. With
lliltirncelia databascs, hor,r,cver. an oL-rjcct ina1,' L:ciong tlr

-:riicrcnt classes u,ith diffelcnt pl'obabllltit--s ("solt"
:r:,rLr,;rship)" The n'rodel is inlDlrrruenlccl b1' c.xtcririing thc

:-L.iltional cl:rtabase cprcr'1'capairiiities such tlrr,i thc r.,!uit ola

quer1, depends on tite Llser who submits the query. Contenl

based image retrieval b,v inlegration of metadata encodecl

inultimeclia (irnagc and text) leatures describes a new methoil
1or intcglating nrultirnedia text and image content t-eatures to
incleasc thc lctricval perftrrmance of the s),'stem. In objcct
bascd image retrievai. a method is proposed to letricr c imrp,cs

ba:;ccl ori rhe persons shown. The method aims iil lctricvins
frorn irnages shou,ing groups ol people those in u,hich the

same persons ale clepictcd as in the query image. It is

experinrentally shorvn that this aim is achievcr.l fbr rather

simple tasks ar.rd that improvcmcnts ovcr base line methclds ale:

poss i b I e tbr. irarlel tasks.

II. CONTENT BASED IMAGE RETRIEVAL

Content- based in-rage retriet,al (CBIR), also knorvn as cprery

by imagc content (QBIC) and contcnt-bascd visual
itrfirrmation retrieval (CBVfRJ is the application of computer'
vision techniques to thc im;ige lctrieval problern, that is, thc
problem of scarching fbr digital images in large clatabascs.

"Content-based" n-reans that the soarch lvillulnalyze the actual
conterlts of the irnagc lathcr thar.r thc uletadata such as

ket'rvot.els. tags, andi'ol riescriptions associatcd u/ith the iniage.
"l-ire trrm 'c:i)ntent' in this context might re fer to colors^ shapes,

tcxtlri'cs, ol anv other intbrmation that can bc dcrived from the

itragc itscli'. CBIR is dcsilable because most lveb basccl irnagc

searcir en-gr ues reiy purely on rnetadata and t1ils procluces a 1ot

of garbage in the results. l-he general image retlievai system

{I iS. 1 I consists of three maili modules such as inpnt rnodr-rle,

qucrv nrodrilc. and letr"icval modr-rlc [2]. In the inprii inodule .

thc teatnre vectol is cxtracted fi'om input ir-nage. lt is thcn

store d along ivitli its input in'ragc ir.r the irl*ge clatabasc. C)n the

oiher hard, lvhcn a query in the input module. titc teatrire
veclor is extr"acted fronr inpr-rt image. It is then shred along
u,ith its input iruage in the irnaec database . On the othel hanr,i,

tt,hcll a tiuery inrage enters the rluer,v modrLle. it extlacts the

teafi-ir-e vcctor ol'thc i1r-ici,v image. ln tirc t'ctlicval n-rodrile, the

cxtlactcd fiatnrc vcctol is conrpalcd to the leatru-e vcclors

storeil il thc iiragc ilatabasc. As a rcsult of clner'1,. the sirriilar'

inragcs arc rctr^icvcii accordir.rg to thcir clasc-c1 rrat.hing
scol.:s. f iirall-v, tlre taritet irnagc u'ill be o'niaruerl iiorr: the

r ct|ic|erl inrages.
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anLl skewness) !vcre exlracted as the color fetlturc
representation. Weighted Flucliclean distance wa-s Lrse.l to
calculatc fhc color similaritr,.

C. Texture

Texture refers to the visual patterns that have properlies of
homo_rreneity that clo not result t}orn the pl.eseflce of- onJ1, 3
single colrtr or intensit1,.14]. i1 js an innate pr.c,perty o{,i,irtually
all surlaces' i,crr-rciirrg croucrs- a'ees. brick-s. hair-. ancr firbr-ic. Itcotrtailts important ini.on:taliotr about thc structur.al
alrargement ol sur.firces aucl their relationship to the
surrorincling cnvironmeut 17]. i3ecarisc olits itnportance aircl
nsclulrress in pattern rL.cogr.litioll nnd conrpLrter vision, thcrc
are rich researcit results fl.oni the past flrree decades. l,iou,^ itlurther finds its u,a-1. into irna-se t.efu.ievol iul"," ;n;;n;r.
re scarch achicve ments arc bcing adclcij to it.

D. Shupc

Shape is one ol kcv visual f-eati-rrcs i-rseci by lrunran ior
distingLrishi,g visual data arong r,,,ith otlier l.eahrres oi.color
and tertr_rre" Corrpare rvith c,olor anrl lexture. shape is easic_r.
1or Liser to tlescritre in the cltiery, either by examplc or bv
sketch. lVliilc fbr color and lcxture fbature, ,h; qr";r ;.;,r;Ji
presenrcd by exampie, becausc it is impractical rr:r ordinary
usels to sketch a coloi:ed or a tcxturecl imagc as qr.,r lio,r1,
shapc descriptors exist in r.hc litcraturc, lro*.l,rer. most,f these
descriptors are not able to arjdress varieties ofshape variations
in nature. As an sho*,n in Figirre 2. shapes of natural objects
can be from dill'eLent r.,ir-ri s olthc sanrc object. shapes can be
rotatccl, scalcd. sker.r,ecl. stretchecl. dcfccted and can be noise
aflbcted, etc. To aijdr.ess thc con-rpler variations of shapes.
crjteria arc necded. It is generallv r:ccognized tiiat an eflbctivc
shape representarion shoulcl be rotation. translation irnii
scaling inr.,aria,t. A sltapt rcpresc.,tation should also beini,ariant or robusl 1o alhnc ancl perspective translorm tcr
address the skerl srretching, ana dilferer:t r.iews ol objects.
fulPEG-7 has sct six nroi.e criteria lbr shape clcscription tbr
onl ine letr.icval pLu.posc:
. Cood ictrieval :rccnracy
. Cornpacl icatur.cs
. Gcnet.al applicarion
. Lor.r,cr:nrputatriotcorlplexity

" l{obust r.elr.ieval pe rtbrrnance. I{ie ralchical cozrr.sc to finercpr.esentation

Acci:r'ding to thcsc criicria. r.i c invcstigate varieties oi.shapc
descril:rtor.-s in this pro-jcct.
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Fig. I Block diagram ofinlrge l.eirieyal sysrem

III. F'EAT'UIIES OP CBIR

.4. Feulure Extrst:tion

l-eatur.c (conte,t) ertraction is the basis of' content-based
iinagc retrieval. In a broad scnsc^ f.eatr_rres nray ir.rciudc bothtert-based f-catures (kcy u.orcls, atrnotations) and visual
['eaiLrres (colol.. rexture, shape, faces). I_iorvever. since tirere
air eady erist- rich literature on text-based feature extractio, in
the IIBMS and inlirrnration retrieval reserarch communities,
u.e ivill coniine ouLselt,es to the techniqnes of.r,isual teatur.e
cxtraction. Within thc visual fbaturc scope, the teattu.es can be
fr-rrther classifiecl as ge,eral f-eatures a,J domair.,. The rbrmer
inciudc color. texrure. and shapc lrriurcs rvhile the latter isapplicntion-dependenf anrl rnay include. for example. human
Lrces old fi rruurpr.inls,

fl. {'o{or

Thc coror ieatrlre is one of the rnosi wicrely usecl visuai tlaturesin imagc t.etrieval. It is relatir.el;, rotust to backgrouncl
cornplication and ildcpendent oi.imagc size and orientation. hti*rage retrieval. il.re cokrr histograrn-is the most comrnonrv
trsed color iearure representzrtion. Statisticaliy i, a.""r., ii.jt-rint probabiliry of thc inl.cnsitics of thc thrcc color channcls.
Sn,arn anti Ballard proposecl histogram intersectron. an L Intetric momcnts ancl coior se ts. To overcome the quantization
etl'ce:ts. as in thc coiot. histograrn" Stricker ancl Orengoploposcd using thc color monrcnts approach f6l. as thcsinrilarity lneasrjre jbr. the color histograrn. Ib rake intcr
accoLtttt tl-le similaritie-s betrveen sjmiler blt no1 rrleltical
colols, ioka anil Niblack c,t al. l5l introduceil an Ll_relaicr-l
rrelr-ic i n compari ne the histograms. Irurthermor.c. con-r i rier.i n g
that niosI color h istograrns arc !,er v sDar.sc iinci thus scnsitive to
noise . Sti icker.and Orcngo propose cl using thc cunrulareci crtlor.

'ist.g.au'r' 
Thei' r'eserrcrr resriits dcrno*sir-atcd fire arlva'tagcs

c1- the proposed approacli uver Ihe col-tvenlioir;rl color
irisitigrar, approach ltr]. iiesicie s the color. hisrr.rgl.r*-r" se'cL*l
othrl cirlor il:atlrc fepi.cs*ntation-q have bcen applieil in intage
lctrici'ei. inclrr.ling color. J.he rnathci-naiical f,ounciafion of titi-*
apFloacir is that anr. coJor. i{istr.ibLrtion can Lre charactcr.izcrl bv
its t-rroi,c,is. l.'.rihcrirrtru. .;irruc rr-r,sI ol.Lhc in]rti.nr";;;,, ,icarl'ci.iif:lt'il 0u lirl 11.)r"\"-0fde . r-.'rr.rrlents. o'r-v the iir,rt monicut
(nrcxri )" lirii lhc lcc0r.icl l:n11 1J1j1..; f r,lt1,.;Li J]jr)tjtiln[-{ ivrt]anCC

l5

Fig. 2 Erlltpir rri s jtxpc !.ilriitLion!
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Genelally, there are 1wo groups of shape desrriplt,r's. i.c .

contour-basecl shape descriptors ancl region based shape
descriptors. Tl.rc Contour shape descriptors only cmploy sirapc

boundary intbrmation and capture shape bounciary teatules.
Rcgion-based shape dcscriptors make use o{' all the pixel
rnfbrmation across tire shapc rcgion. In IIS()00], N'IPEG-7 has

selected curvati-lre scale space de-scr:iptors (CSSD) as contoLu.
based shape desoriptors and Zernike ntoments descriptors
( ZX4D) as region-based shape descriptols.

E. Color La);out

Althor-rgh the global color 1e ature is sirnplc to calculatc and can
pt'ovirie reasonable cliscdntinating power in image retr:ieval. it
tends to give too n-ran.v false positives ,"vhen the irnage
iollcction is largc. Meuty re search results sugge stcci that u-sing

:oior ia-vout (both color- f'eature and spatial lei:rtions) is a better
:r-lution to in.rage retrie val. To cxte nd the global color f-cature

i,r r loc;rl one, a natulal approach is to divide fhc u,hole image
:irirr sLrb blocks ancl cxtract color fcatnles lront cach olthc sr,rb

-...rcks [1. 8]. Avariation olthis appl'oacir is the quad tree-basecl

, r,ior iayont apploach [3], rvhere lhe entire imagc rvas spiit into
:.p1acl trec structrue and each trcc blanch had its ow,n

::togrito) to describc its color: content. Although conceptuallv
: :iple, this regular sub biock-based approach cannot providc
.:r'.rrate local color inlormation and is computation -and
,.:,i'.lse-eKpensive. A more sophisticatcd approach is to
::_l11]ent the irnage into regions u.ith salient colo| iezrtures b-v

- - -ol set bacli -pro.iection ancl then to store the position and
. .,rIset l'caltrre olcrch legi.rn.

. i:r- advantage of this approach is its acctirac,v rvhilc tlre
,:rsldvantage is thc genelal difficult problern of rcliable imagc
.-':lmentation. To achierre a good trade-off betu,eeu tirc abor.e

'.o aDproaohes. several other color layorit replesr.n[;itiuns

', 3rr- proposed.

l-. Segnrcntatiort

S:gmentation rcfcls to the proccss of- partitioning a digital
:nrage into n-u-rltiple segnrerts (scts of pixels. trlso knor,r,n as

supel pirels). 1'he goal oi segnrentation is to simplify anci/oL

.'hangc the reprcsentatiori o1'an image into sorncthing that is
more meaninglul ancl casier to analyze .lmagc segnrcntirtion is

trpically tlse.i to loclte objects anci bounclarics (lirres. curvcs,
.-tc.) in images. h,lore preciscl.v" irnagc segmentatiou is tlie
lrocess olassigning a liibel io evci:vpixel in an imagc such r;hat

rireLs rvith the same label sirare celtain visual cirar-licleristie s.

.-ir: resr-rlt of image segnrentation is a sct of segments that

, iicctivelr. co\icf the entrr-e irrllrgc. il! u sL-t of cr_rni0urs

,..:rucicd il'om 1hc iinage. L.acii o1'thc pixeis in l r..s.rr,n rrrt'
. r-rliar u,ith rcspect to sornc cirrl:rcLetistic oi conlllLllcd

-,:r.:1ty. sr.rch as color'^ intensill,. or tcxiut'c. Ail-irc.-nt lcuitiri.
. siiJnilicanti.v dillerent ti'iih 

'respecr 
ro ihc sanrc

,r:riteristic(s). trVhcn applied ro a sii:ck of irrligrs. t1,picu1 in
.:.i.c:ri iuragirrg. the rcsr-rlting cr')otoilrs altcr iinagr

ISSN:2581-6691

se.gmeiltatiofi can be Ltsed to create 3I] recoirstnrclions i.vith
the he lp of interyolation algorithms like lv,larching cribes. 'fhe

simplest mctl.rocl ol image segmcntation is called thc
thlesholiling rncthod. This rnethod is b;rsecl on a clip - Ievel (or
a thrcsholcl valuc) t<l tum;r uray-scale imagc into a binary
imase.

I\'. DISCUSSION

As u,c call scc fi'otn the abovc dcscriptions, rnanv visual
I'eatures have been explored" both previously in computer
vision applications and currently in inragc rctrieval
applicatirrns. For each visuai feature, there exist multiple
representatioils rvhich model the hurnan perception of ihat
leatr:re liom ciift'er-ent pelspectives. What f-eatnles and
lcirlcsentalions shorilcl be usetl in imagc retr.ieval is
appiic;rtion ciependetrt. There is a need of cieveloping arr imaue
contcrlt dcscription (moclell to olganizc the t'eatures. It tvill
specily a stanclat'd set ofdescriptors (t-eature replesentations)
that can bc uscd trl describc various t3.,'pes ol rnultirncdia
inlt-rlmalion In soli clLiery processiflg, the results reported are at

the pLeiiminarl, stages, in nexl stages investigation is required
for alicrnntive clr-rsteting ar-rd indexing techr.riqucs to reduce
thc complexity and storagc requirements ol our approach.
Clontcnt based image retlieval by integration of metaclata

encoded urultimedia featules desclibes a nerv method for
integrating nrultlmcclia text and image content f'catures to
incr-ease the retliet al performance of the systern.
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.Jli.l,fTlic GrNoido, Gunr Gobincl Siigk
I n r.tr c pr u s th o Li n it, ers i tj,. N en, D t: i h i, t n) i a

n I ayankmi t tal 7 6 6 (i gnai l. co1l.r

available in rhe

the ;:rou,el to adrl

The :Ltiministl'zltor has rire abilily tit rloilifl,. [,]sei._cletineil
Qitcrics and not Eristins eucrics in rhc e,-rc-stion Bank.
Complere tlie *'el-: apprication baserJ ori the instaiiaricr*
r.ciluiled to run thc i:!t.o{r:l}l on the client systcll.
in orir pi:ojecl corirdinalor can tzike a sluderl iest. cnlcr a
qLrestion set. rnd provirlc stuilcnt sign_in after.slucler:t
ctrlollllcnt.

StLrdeitt;rnrl nrernber resLills shrrr:li1 be nriiintained aitrl can
be obLained over- tit,uc.

ISSN : 258 l-6691

web Based online Exarfiifiatron and
Assessment System

Vishal
('rsntTtuter Science und En5lirie erittg,

JLLIT-EC, Gr:licticla, Gurtr Gahinci .\;igIt
/tt, li'"t1rr'a.'111.1 L rtit, r * ir.t.

n"ew Dclhi, Jndia

Ahttruc'l:'l'his,ocurrent rvill include a, the i.eatures and
Ilr'ocesses necdcd t, develcp thc s\,stem. .l.his 

docurnerrt inclu.es
specilic inlbrnration about the progrxrl nbjecfir.es, prograill
linrits, program plan requirements, k1v prog.nrn l.equir.cme,ts,
tearn der.eloplnent, potential project risks, piannine, and storageand reporting ol s.l'stemic reporting. The Online Exlmination
C,nducting Svstem is'er1.usel.ul firr the Educational Instit,te!s
to prr:pare fbr all exants, snve timc it takes to look at the paper andprepare the rnark sheets. l.he E-Exarnination ._urt"* ,,, ill fr.lp ,t 

"academr,fo tcst students antl itnprove thcir skiils. flolrever, thetlisadlantages ol fhe E-Erarnination system, it takes more timex'hrn the user prepares Ior the flrst test, And to takc ttrc etrar[ \yenced a ,unrber of c'mputers rvith the same nurnbe r of strrdents.
Eflbcfive use of the E_Exanrination Systenr, the coortlinator can
use the progr:lm t{} det.elop the tests as per their requirements,
antl to get better results in less tirne.

KL,).teu t.tl.\ : E - ll.r,r t ; r i t r rt t i o n

I.INTRODUCTTI}N

Tliis rriorjeur Internet project is beconting a rcality ancl thc risc
olthrs ts very popr-rlar and there is a huge ri,orldwide expansion
lol cdr-rcational purposcs. The c_Examination program is easy
to use. Explor ing fuil features ancl flexibility Exanrinatio* rvebpr.tal Ali,ivs acrn'rinist'a1,rs antr atririnistrators to set
diii-cicnt aests and que'ies r-Lsed fbr. e,role.i stucrents. -fhe 

E_
Exattination Systetn provicles c:ornplcte pcrfonlance to judge
a*cl cvaiuate studer.rt pcrfo*ance skills. The E_Exanri,aiio*
Sl,stur is compo5ecl ol'euestion Scttings that are successtr_rllv
inicgi'lited lvith a set of f'e.t,res. Using the l,arious f*";;;_;:;
the lr-Examtnation Svstem the manager or coorclinattlr. can
natrre tite 1est. seieci i he iesl and give the lest quesltons.

Qucsii.n seis i,r.ill bc basecl on ihe ;r,tomateil ptocess and it is
iin importanI r.olc in the ranclom gener.ation of rinique Liuestion
irapers. Thc higher the nnmber. of questlons the beiter the r

rancktrnncss is.

ljse arlvancetl .jLirlgment settin-us. inclr_rclins llexihiliry in the e

diitabase o t' c.l lectcd qrrcstir )*s^ sI ipp ir rg. ind l.a*.orn izatirin
iinil incliidcs:r tinicii responsc to per_1olrn cnliire sur.r.cys. .
Assisls in tirc clcsign oi. a qr,tcstionnaire baseci on :r set ot.
laranlcrcrs. Thc Ir_Fxamination Sv-slcm ar-rtornaticaiii.
anail'zes onlilre f',pc.llrcst,(ir.nrilcs. i,-or fec.lback" thc ti:sts ar.c
ci',JL*rleci r.ge rlrer r,l,itli thc e.ranri'ation anri rhe .*u,r.,in.r ro.iil '
i;ro'ide iiic t.csr_tlts iurn,recliatelv. Mai*lena'ce of respc,tscs.

Kartika,v Ganclhi
Conptttct.,scienc.e and Engineerirtg,

Jl:. 117' !. (), {j r N ct i cl o, t; u,. u G o h i n cl Si i g I t
1ttJt,,1't 61,11,., L rttt tt r'iti,

\., t D, ll,i, ltt,li,t

scort:s. arrd rcsults in the clatab;rsc. [n adcjltiorr to ihc qucstions
alr:eady avairablc in thc question bank. the Achrinistr.ator has
tlte pori cr lO;rtlJ mr)rrj rlllusli()ns per sUl. jeut.

The sv-stern siiou'r iravc buirt in sec,rity leatures io iiarrr,ie
diflercnt seclrrity thrcat-s -such as Sel_ crashes. cross r,r,r.ite.
spam writing.

The 5,v51gn enritleil ,,\[reb 
Based Online Examin;rtion and

Assessmctrr Systcnr,, is applicatio, sofrr.vare. tvhich ai,.rs ar
pro,iciing servlces to t.e irstit.res and pror icling ttrem rvil[r a,
option of selecting the eligibie stutlents by tl.rernselves.

A. Oh"ie ctives

Onlinc Exarnination Syste m _ c_Exarlination is tlie perlect cnrlto enrl solufion to cover all asitccts of the onlinc exalti
pfogranl.

tr'he basic pur.pose of bLrilcling this project is:
. Provicies cornpictc rvcbsite solnlion. inch-rciing nrembcr

l'eqish..ition, acinrini sleri irg tes ts. strir.irrg r.csults. Full lr.,eb
milnagcme nt.

o flie oniine test program can rutomaticallv add the luarks
given in cach qucstion to gci thc nralk fbr thc f-ull test score .

. By usins this {iarure rlLrerius can bc sclected fi.om tl.re
quely batrk. as r.r'eir as the quer.ies in thc Randorn or-crcr.

. Include bLrlk procluct on pirrchase cat.cl, autonlatic
caicuiation ol shiltping price. ta.x calculation ancl lotal
invcntoil,.

. In adclition 1c tlic qriestions alreacj-v
()rrcslirrrr Bairk. the .\rirniri:rti.ullr. lrlrs
nt olc que stio ns pcr -sub je c t.

1i
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. The qrle stion shoulcl give thc answer type srich as multiple
choice right and single right ansu,er. fhe test screen should
prov icle opti ons accor.cli n gl1,'.

r Thc systotn shoultl bc ablc to calculate tcst narks and show
the result immediately;rfter completing the test; the student
should check tlre correct answer to the clucstion aftcr.
completing the test.

. The systeln has a robust logical riccess control available.
cach uscr must bc idcntificd by the uscr,s email icl ancl thc
passrvorcl r.,er:ification pclicy is r-rsed to sccure the test
prograln.

. E-er;rmination systern Set the nurnber of- related
ailministrative reports. Total number. of students r, member.s
;.egistered for the exam, no tests available. the te st pro,,,idecl
io the sntdent.

!. ProjectScope

-:: E-Exarnination Systeln ll,ill givc vou pe r.rtrission to takc
.i irr',lr..ide an e-Exarnir.ration aud to store inlbr.rnation and- ,. iclc various tcsl rcports. 'fhe main riser.s ol thc E,_: ..:::ilation project are Siudent. Lloordin:rtor and system

,:.::tistrator.

' :'r rhe pcrspec:tive ol' the end user.. the c-Exarnination
' : :l.l Pt'oject has thlee components that rvor.k u,itlr moclule s:

,i.ccd Coor-dinatol modulcs fbr registration. testir.rq.
:..,trns user pro{ile, givitig the stltdent t}re arLthoritl, to

: -,:. administel' tests, question papers and vier.v reports. The
, , :-.1 t'rperating module is a str-rdent morjule lhat provicles
: . : _.. \'iewing the resr-rlt, ancl registet.ing lor .voLrrself. Ancl
- .. r ri opcrating modulc is the Adntinistration to rlanaqc the

--:niltor and Lisers, sut.\ eys. qlrc\trr)n paper:s and report
,- : >

" 

{,,dules

. . iicnt Module:
' ',.:d stuclent intclfacc to legrster, r_:ilit profiie, login.

-,. -\etls. ofler cxan-rs, vicrv tcst r-csnlls, vier.v ansrvers to
- . ,-lor,,,it1g r-lucstions tire tnodr-rics arc avirilable to thc

:

.. i)i - 'I'he detrault hrimepaqe ol tiie -site. All links are
.,:.; onlhispage.

_.:r: - Thc studcnt nccds to sign in to vie.,l,their.pr.ofile
- . :rt Ii-a student lorgets thcir n;issu,orrl they can qet il new

.-,r'il liont thc l,rorget ;rasswoLci link thet senc.is thcnt to
'r.,ii id to get aritircntication. A ncrv stLriienl cln re{istet
, r.ilr1r l_.1,,clicking the r.cuistration l.)Lrrton on tire site.

:-.:irr -.4 ncr.r, slurienl tlec{is to icgister to givc ir tcst on
: The stuiient can eniei.all iniot":nation sLich as cmail ld.

, ,iiiclr.r-ss^ cclntait riet:rii-s and subr.nil. 'i'li* E-ljrem
-'..-:iir.,'cii ii.rniir"rnation il.orir a sliiiicr.rt's email id. it': Linir-1'.re to c:ich stndcnt. in ol.dcr to siqn irr tci thc
- Lritlja a-sitr\rc].plogt.aln lhcr.., nce:cl IL) rnirr tlte coirect

ISSN : 2,581-66q I

ernall icl ancl passlvor-cl. 'fire str_iclent needs to enter a valirl
enrail id because il he ioi:gets the account passrvorci he rvi ll be
scnt to thc email address that is rcgistcl.ed in rhe c_exam
system.

zl: h,Iy Account - shou,s details of iogged in studenls" pre-
savecl tcst l'cslllts can be vicrved her.e ancl other iinks likc Edit
Prolile lrourselt, Logorit fbrm account and Change passrvoril

acc0nnt.

5: Edit plofi1e - The stu<lent can eclrt their pr.crfile sLrch as
pelsonai infon.nation, home acldr:css. contact nnmbcr..
usernalre hor,r,ever the student cannot eclit their.eurail adcirrss
once thcy signup.

6: C'hange Passr.r,ord - fhe sfudent can change their: acconnt
passrvorcl liorn tlie passu,ord change link. The srLtdetll rrust
enter his old passu,orcl to change the passrvoi.d u,ith the ner,r,

lrirssrvord tbr his iiccount.

7: Login - Bl,clicking this use r logout link fiom this site every
user retulns to the login page.

8: Iixarnination - fhe sfudent can vier,r.thc availabJr: iest brv

selcctin-e anv exatr lrom thc Iist, systcm intbnn;rtion shou,ing
suc[r tcsts, test name , test description, cornplcte questionnair.e
availabie, exam nurnber questions, lii11 time. passing rnarks.

9: Exanrination - Displal,s the examination page. the e-
examination system automatically seiects the cliLestion plpur
anci shorvs it to each student. 'fhe sfudent can reacl the
questionnaire ancl select the appropr.iate ansiver fi.om the
question options. after completing the tcst e-test svstem
inrmcdiately shor.r,s the tcst rcsr-rlt atrd stores thc test
inibrmatiou on the systcrn for fullrre rcler circe.

1\,Ianagentent and Coordination urodule:

Ailn-rinislrative Module used to enter and cr-lit tesr
infbrrration. question papers, nraintain r-iser. intcrtacc and
view user fecclback; The Coorrjinator mtlcluic is uscd for
snrclcnt e vallration but the coordinator can entcr thc email test
program aftcr tire arjministrntor's pernrission. .Anrl thc
cooldinator caonot vierv the actiye user and thc user,s
resilonse. canncli remove the user ilrnr the slsteil. The
nlanasement nrodule and coordinator mocluie lvill inclucle the
f oiloi,r,ing t-carure s:

1: Log in - Log in to the:idrnin anrl coorciinator pagc. A1l
lnan;1gers and adntinistrators ilre identified by z.r usernarne.
passrvolri. Tlre dil'ector and coor.rjinator. c:rn creale new
qucstion banks.

2: Usels - Displa.vs a list of localli, register.cd uscrs. l: Tesiing
- Entet'to e clit test inlortlatior.r.

4: Ilank Question - Kcep a bank ol'i1Lr*stions lor.the sclectcci
cxarr. thc,{clrninistlator can actl thc- cxant. erlrt the cuesticn
and cxatti a11st{:efs.

5: I{esults - Displal,the list ot'rest results.

5: Losin - By clicking this link usu.siqn in fbin thi,s sitc tiii
cntir.c usi'r period r,i,iil br resct to the ricthr,rlt ve hic.
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Both ol these ideas {'or rhe o;}eratiorl of the e-erarninati'n
system rvill be presentecl as the first t,er.sion ol the e_
Exam ination application ibt, tlic e_s1,.stcm i s released.

II. SYSTIIN{ DESIG}{

A. Sys te m A r.c hite ct u re

as*rdinat6.

I

t,a,qi

n

' --...! Ji*
j

P*r $
* ii3

-.s*W Cardrdara*

The mocllrle module. coordinator antt stuli5ilmodules include
trreir part of thc rJ3[t'1il'lsb't8!E-t fii\Sih,fitrn eran. The e-tcsr
startrlp r.vas rlone b_v ADt{IN. rvhich provicles valid
accounrcredenrials to users. J-he administr.ator acids the
registered user iniinnatiori 1o the test program riatabase antl
updates jt ol r.enroves it as nc-ecied. l.hc corrsnltant -cnirrnits thc
clucstions to the E-Exarnination question puper.in a clever r.vay.
Query numbers are ;iutontaticaill,. gcncr.atecl. Complete student
results can bc viervecl by thc cxant coordinator ancl the
adrni,istrator.at an1, ti*re ;riter c.ntplcti*g titc exa*r. O'ly the
student logs in to attenci thc cxams and a{.ter completir.rg ancl
subrnitting the eram tlie resnll is in-rmediatel,v prtrduceil.

,1. Dakt f-lo*, llicgr*nt
Data flor,,, diagram (Dl.D) ,scs i.he s,rallest number of initial
signals to rcprcscnt thc prcljcct pclforr.nance anri florv r.lata
bel*'een clifle.ent pro-iect iasks. -fhe 

i'iori, diagram o|the data
presentecl in ll belorv illustt.ates rhe relationshrp heliveen
entities in the e-test system. l-hc bLisincss ,,STUDENT,, 

may
provide a test ufter.accessin_{ the srrslem..i-he business
'COORIIINATOR,, calr irploacl ilie stions that the stLrdetrt r.r,ill
ilnswcr to thc tcst clatabase using the querv tbr.ntat, ,cet tcst
cornttrands and config,,rrc thc appr.opriiitc oplions or sct o1-tcst
qucstions opiions lhc i:usincss ,ADN,{I}ilSl-RAfOR,, 

is
responsil--ric Ibr the 1ogin. r*r.criuai.i a'd passrvorr-l serting oI
tire nsers ol lhe e-ertirrir.Lltun sVstciu. l.he br-rsines-s
'SER\1ER" is r.rsponsibic lbr viiiiclating Lrscls o1. rl.rc plograrr

anri ajso plovidr-s;i tin-lc zouc tor tcsting. .l-he 
sr,-sicnt hliles thc

st,.tlieilt lit the cnii oi'ihe cxant per.iod

ISSN : 2581,6(;9 I

Algorifhnr:

Step I : student k'lentification: The p.og.am rviil assess stlirle ut
idcntity through cnr-olln.rcnt beforc cntcr.ing the cxanr
conducted b,v the consultant. This rvill also detcrrnrne if thc
student is eiigible {or the exam.

Step 2: Dc,main Login Cioordinator: .fhe 
str-rrient u.ill log into

the link rkrmain rvith the uscnlzlme ancl passrvord provitlerl by
the domain login ailurinistrator 1E.x: uscrn+me: Tcxtech.
Ptrsu'rrrrl : Tcr tcr.h ).

Step 3: Special e,h-y for.the test: The user needs lo rvrite a
Llscrnanre anci passu,ord. ifthe usel ici ancl passl,orrl arc cilrrcrt
the stuilent is able to give the test.

Step 4: Ofl-er tlie llxaur; The student rvill co,rplere tJre cxiim
set up in the desktop system vl,indow (Online Exara)

Step -5: Tnternet Exarnination Coordinator. passu,or.d:
Coordinaior passvr.orcl is providecl by the aclminrstraror. ro lhe
administrator r,r,ho successhrlly entcrs thc icst program, This
gi vcs thern access to pose questions.

Step 6: Random clliestions anci results: The questions ar.e sir-cn
to the learners fl-onr time to tirne, thc str_iclent submits thi:
answers to the server.: once the user's time has beeu compl*ted.
the te st plan shorvs thc test result intme diate lv.

Step 7: Finish.

W. .l*c
ei id-@\r'Lk ;/\.1ry

ll']:dj:Fr:::,t !: I jjr rr i.:i.::r1: rf i).

l,txrlll ,t'

Fijlire ?: Di,ita Fiolv Diagram
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CONCLUSiAN

This Web app pror,ide s an online testing ground. It saves time
.,s it allou,s the nnr.nber of stuclents to givc the test at one time
.rnd shorvs the test results upon completion of ihe test. so there
:s no nec,d to expect the result. Auto-gcne ratecl by scnrer. Thc
)irector anci Coordiriator reserves 1he right [o create. edit ancl
-i:lete testpape rs and cluer.ics f-or it. The r.rser can si_un up fbr the
i.. stcm tcst, log in anrl provitie the test rvith their specific id,
,:ICl can see the re sr-rlts.
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Abstract:. Cloud computing has been envisioned as the next-generation architect
trad*ionar,,r,ti,;;,;:;;Ji,ff '.".T#::i,#IH;::
physical, Iogical ancl personnel controls, cloud compuUng movesthe applicafion sofhyare and databases t. th" i;.g, data centers,where the managernent of the data uoO ,.*i.*l *ay nof be l.ullv
lrrn:o.tlr.: This uniq ue. a ttrib ute, t o*"u"., 

-poi", 
;; ;Jriseeurity challenges ryhich llave not been **li ur,.O..rrood. ln thisarticle, we focus on cloud data storage se.r.,iOl"n,., has ahvays

feen 1n 
important aspect of qualiiy ot r*.ri... To e,sure thecorrectness ofusers' data in the cloud, we paopora u, 

"ff..ctive 
andflexible disfributed scheure wiflr tlvo salient features, opposiag foits 

.p.redecessors. By utilizing rh. h;;;;;;;ic roken rvithdistrilruted verification of erasure_cod.; ;;;;, our schemeachieves the integration of storage 
"o....tn.rr"insurance anddata error lccarization, i.e., the io*ncricut#"ot ,nirb.huriogserver (s). unrike mosf prior works, the nerv J.n"_* rurthersupports secure and efficient dynami. op".rtionron data trlocks,inctuding: rrafa update, derere and d;;.';;;;nsive securifv

l11 .p"*.,"rnce anaty.sis stro.,v. ttrl'-tlre;;;;' ;;;,,;highly efficient and resilient against Bvzantir. tiilu.., maliciousdata modificafion attack, and ev.n ser,re. crfi"airirU".r.r.

SYSTE1VI ARCHITECTURE

Er.isting S-vstern:

I:r'orlr l'e per.spectivr r;l-tiata sccLu.if.;. li.hich has a.,r.ar,s L:cenan intpor-te-rnl aspcct of qLraiity r__l st_lr.vicc, a'. 
"_n"a"rrrririr_iueviir"bl_v posL-_r new cl.iallerigirg secLrrit,.ll ,fr.".r. f-or. nurlberlJl.'lrr,rll:.

I . Fit'stj.... lrariiiionai cr.r.ptogr.a;thic 
1__t.ir1iLi,,,cs l.or rhc purnostot tlata seculitv;:r.orection c.rn llot lrc cjiLcclll.i;doptcd riue to

21

Ensuring Data Storage Security in
Cloud Computing

\luhri Ahuirr

, 
(-r'nt1,111p, S, l, rr,., utr,i La.71a,,.,.i11-.

JEMTEC, Gt:Noirlet, Cu,.u Grrbird Silrgi,
ltnlt op111r.11,,, { ntt.,,t.rin

Neyt I_)r:lhi, lntiia

Devansli Sachdcva

_ _C 
o nryt u t er Sc ie nc: e a ncl E ng i n e a ri r r g.

,, 
n,..r,.r. n. r'.,G t :,\ n i r/,t G t t t. t t ( i 1, l, 1 a i .g) - 1,

! t t L!) t t! )). rt I I t,r ( n i t.t. t..r. i r t.. .\ r,,r / ),, I ! t i, t, ;ili u
tlevansh. -sacJrclevag g,,qgrlai 

L ccrn

the nsers' loss conirol of ciata uncler. Cloitd Coniputing.Therefore, r.,eritrcation of colr.ect data stora-ec in tiic cloucirnust be conciuctecl withour c_xplicit tnur..i.lJg. oi.rhc ti.holcdata. Considering var.iotrs kinds of data i"r.r.,, user sior.ecj inthe cloiid a,. the cleraand oll.ng,..,, .nr.tinu.;,,:;,.:r;;;J:
ot their: etata saf'err., the pr.obtenr'"f ;;;;;; corre crne-\-\ oldata storage in the cloud becomcs.r.r rr;r.;i:.;;,,;;-_=" 

,,

2 . Secondl1,, Cloucl ConrpLrting is nor just a thir.d Dai.rr drrrviirehouse. J'lre clata storecl ir.r the cloud ,nrrrl*-';;:,,;"r;;
updzrred by rhe uscrs, incrurJing i;r;.;;on. rrelerion.modifi cation, appe.cling, reorcieri,g, t:tc. Tti L-r)sLlr.. !r.)r.r (,+
c,on'ectness under cly,nainic clata upclate is hence ,; ;;., ,rr;lmpol-ta11ce.

'fhese techniclues. rvhile can be useful to ensLrre rire *o.irlAcolrcctncss rvitlrout hlr irrg Llse!.s l)osiess,,,g .1r,.,.-.r"'.i,,
address alt rhe security threars in ctouct ,lr;; .;;;;,,*". srncc rhe vare all focusing on single server sLrenart" .r* *"i, .if ffi;;not consider- cl1.nam ic ciatl opc l.u tion s. { s ru .n,,r.,p Ia,r,.u,".uapproach. researcher.s have also propor.,l ..ii,;.;;;;protiicols for ensuring storage cc,rrecrncss acros\ r.rlr;,ir.servers 01'peers" Agart, none of these rlistribur.t, _.,-r.r,r.1 ,.ar.r,are of dynarnic ciata operations. As a resuii. rhe irapplicability in cloucl clara storage can be drasticallv lirnireti

Proposecl SS.slern:

in,this paper, lve propose an ei].ectir,.e ancl flexiblc r,iistLihulecischeme rvith explicit 
_ciynarnic d"r_ ,;;p;; to e nsure rhr.col'rcclncss of uscrs'thtu in tht_ cloud_ \\ir-r 1s11,. L)n arilsLtrccorrecting corje iu the file clistribufion Or.Ou.rr,on to proviclercriundancies anci gLtarantec the dala tlepetclabiltr,. Thisconsfuuction drastically reriuces rt. .urrrn,rr;.;r,;,,";;

stcirage oyerheacl as comparerl to the traijitional rcplication_blscd fiJt. drstrjbutiurr te e lurirg r.,.r. O.l 
',,,rliu 

irr,, ri,.,lit,nt,rrnolpirit. tokcrr rr ith ,iisrr.ibLrr., ,1", ,n.. ,,,; l;l : ]]. ,,:::coded ilata. out. ;-chemc achier.es ihc stor.asc couectncssinsLrLrincc as rvell as c,afa 
".*r, tn.ui;,r,,;;,:;";.r.rtl:;l

colnrption has Lreen iletecterl rlLrr.ing the storagr cLrri.e.ttir.-isrrcrifi cation, orir. scl
simurraneotis,o.u,,,*,,oTIi:,,;i:1,:::,'iJ I,;i'l;_;,;;:,,,::l;
olthe rr js berhavi ns ser,,,err{ 

-c ).

L Coniparcii to inauv of its p rtrlcccssor.-..,.i.h ic jt o n ir l_r r..,. i rlcbinarl- r-esuiis about it.,. .u,r"s_--rr.,.';.,,-,..t';,.. tii:i:jl.iircri
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:ir\.ers. the challenge-respl)ilse protocol in our rvork furtlier
:.: ovides the localization of data error.

I Llnlikc most priol works lbr ensuring rcmotc data integritv,
.::r- ne\r, scheme suppot'ts secure anci clhcicl1t d,vnamic
.'--.eratior.rs on data blocks. inclucling: upclate, delete and
",ilpenr1.

.: Extensive sccr-rrity and perforniancc analvsis shou,s that
-.: proposed scheme is highl1,. eiJicicnt and resilient against

l-,zantinc iailure. malicious data ntoilification attack. anci
:'. .11 servef colluding attacks.

]1'TOt}L]LES

i . Client l\todule:

. :his rnociule, the client sends the .lrlery to the server. Basecl
r ihe query thc selvcl sends thc corrcsponiling Iile to thc

, ,'ni. Belore this prlecsss, the ciient author-ization step is
' .,lveci. Jn lhe selr.er -side, it chccks the client name and its

-.::,.\'ord lbr securit,v process. If it is strtished and tlien
-- -,-;r'ccl thc qr-rcrics 1-orm the clicnt ancl scarch the
- :.;sproljisg {iles in the database. Finall1,, finil that file and
.: r -1 iu the clienl. Tf the server finds the intruder. lteatrs. it sel

- .'l:etlative Path to those iirtrudcr.

I \r stern Nloclule:

: ' l,(.ntalive netr.r,oLk arcliitecture fbr clouc.l clata storage is
... iiltecl in Figure l. fhree di{terent net."vork entities can be

.-:' :hcdas fojiorvs:

'I- :trl
. : : :. \\ }ro hal,e data to be stored in tire clouel anil rely on the

. .-i lol data contputation. eonsist of both incliviclual
. .:)l,l r rtltl ot grttizJtions.

i- l,rxd ggyl,ige Pror.ider (CSp):

: P. n'ho has significant Lcsourccs and cxpcrtisc in bLrilcling
. :r:::naging distributed cloLld stolage sci.vers, orvns trncl
. .',r lire Clutrd L urn1.i11i11o)),\tclls..

I hird Part_vAr:ditor ( l-PA):

:.:rttnal TPA, Lvhtt has expe rtisc anrl c;ipabilitics that use rs

:t.rr liave. is Trr-rsted to lssess and expose risk of c1oucl

:.- scrvices or: bchalf of the Lrsers upon recluest.

: i- l,ruil data slorage N,lodille:

. .: .iata storage, a user slores his data through a CSp into a
:loLlli scf\rcrs. urhich arc ri-rnning in a sir-nultaneous" thc

ri,l.t'ilcts rviih the cloud servers via LlSp to access or
: : hi-s ciata. Ill soffie c.rses. Ihc uscr-utay necd to perlbrm

-. .r-', e 1 opelations on his datr.. nser.s shoirld be cqLlippeil
-;iiLiil;,, tilcillis so that therr,. can rlakc uuntinltoLlJ

- , ir.ss lissLlraritce ol' theii stoled riat;i cven u'ithout the
-;,i.' rri'loca! copics. In clsc that uscr-s ifu itot ncccssarilv

- ..,: time. feesibilitl,'r)t icsolllucs tLr nlr)liltor tireir daia.
. - -,;i rlclcqatc ihc la-sks to rrn ripiiunal rr.Lrstcr-L I'pi\ of iiie rr

. ',-..,. c choices. ln i:x:l'irrr'rcle i. \\,.e iissLliltc tl,.al tlie poinl-lit-

ISSN:2581-6{19l

poinl comn'unication chtrtne]s betvveeir e ach cloud sen,er anri
the user is authenticated and Leliable. r,r,hich can be achieved in
practicc rvith littlc overhcad.

4. CloudAuthentieation Server:

l'he Authentication Server (AS) tunctiorls as anl.AS rvoulcl
ivith a t-eiv adclitional behaviors adcieil to the rl,pical clienr-
authentjcation protocoi. Thc first addition is thc se ncling of the
clicnt authentication inf-olmatiou to the nrasqucrading routcr.
The AS in tiris model also fitnctir:ns as a ricketing ar-rthor.ir1..

controllins pern'rissions cln thc application netr.vork. Thc otho:
optional hrnction that should be supported b,t, tlie i\S is the
updating of ciient lists, causing a r.eductiou in ar-rthentication
tirnc ol cven the removal o1- the client as a valicl client
ileper-rcling upon the request

5. Unauthorizccl data modification
and corruptian modulc:

One of the kcy issues is to etlictivclv dctcct anv nna,.rthorizcil
clata r.noclification and corrnptior.t. possiblv duc to scn,er
conrprorrise anr{r'or random l}yzantiric lailure s. Llcsides. in the
distributed case when such inconsistencics arc srlcccsslitll,v
dctectcd, to hncl lvhich servcr the ciata eilor lics in is also of
great significzrnce

6. Adversary Nlodule:

Scculity tl'rrcats lnced by cloucl datii sklrage ciin come ll.om
trvo difl'erent sources. On tire one hand. a CSp can be seli'-
interesled, untrusted anil possibly malicior:s. Not or.rl1,. cloes it
clesile to move data that has not treen or is riirely accesse cl to a
lorvcr tier olstoragc than agrecd fbr.monetarv rcasons. but it
may also attempt to hide a rlata loss incirient clue to
rnanagentent crrors. Bvzantinc failulcs and so on.

On the other hand, there mav also cxist arr econornicirlly.
rnotivatcd adversary, rvhet has the capability 10 cLrntProlltise .l
numbcr of cloud clata storagc se1.\.crs in diflfui.cnt trrnc intcn,als
and subsequcntly is abtc to rrorlii1,, or r.le lcte nscrs, c.Lata while
remriining uudetected b1,.CSPs for a cer-tain periocl.
Spccifically^ u.e consicie r trlo types of lrlvcrsarv u.ith difle rent
levels of capability in this papcr:

\l'eali Adr.ersary: Thc advctsar.v is intcrestcci in cor.rupting
the uscr's data filcs storcd on irtdividual silr\,crs. (Jncc a scr.r,er
is comprised. an adversaLy can pollute the original data hles by
modifving or- introciucing its o\\,n lraLrduicnt rlata io llrevcnt
the oliginai data tiom beilg rerrieved b_v the user.

Strong Adversarv: This is thc rvorst erasc *sccr.iiirio. in u,hich
we assulltc that the arlr.ersurv rtil .o!]tnl.orlrise :rli the stor.agc
se rvcrs so [hlrt hc calt inlcntir_:na ilv mrrr] i irv. thc il:ita ii lcs as ic ng
as [hel'are intelnallv collsistcl)t. ln 1act. this is cqriit-aient to
the case i.r,iiere ail seri,ers are colLuding toscthc;: to hicle a rlata
ltrss ol cormplirrl incirlcni.
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Impact of Ethical Leadership on Innovative
Work Behavior -A conceptual framework

Armbhuti Saxena
D ep Lt r t nt e n ! o f' bla n age nrc n t

JE],ITEC, Gr.Nttit/ct

:,\'ii{tLli }nnor,atiYe \York Behavior lbrms *n imporf*nt source
' r geining competitive advantage and its development gives a

- nrnrnndiiig challenge u-hich is t:rced hy several organizations.
- this paper positile irnpact of E,thical Learlership (at individual

,.i crrllective lg,els) is pru-ptsed to positively impact Inn*vative
rk Eehar,ior bv elnplof ing the theorv ol decom-posul plannetl

.;.n ior. \\'e arguc th:lf Ethical [,eadership lvith its *ttention on
: :rine5s ,Ilorver sh:rring, llole Clarilication, People Orientation,

:.grin'. Ethical Guidarcr and Con-cern lbr sustainability

'rtirelJ stlengthens an indir,idual's positiye job attitudes,
- - r.ctive norms and perceived behavioral controls b-v ail'ccting
. underlving behavioral, normative and control beliels. In
- r,rring a holistic and nrulti-lcvel li'amelvorh linking EL (at

- ::r iriual and collective levt,ls) rvith lnnovative Wark Behavior,
- r. ilirprr contributes to troth, Positive attitudes and EL
' r-riurc\. Bcsides that the coinponents of Ethical Lcadership
-- lrigh-liehted. also :r cornparison of it rvith other teadership
' . lirrs been nrade, Surh article be-comes important at a time
-.:L rtliic*l practices or their absencc seelns to be increasingl,v
, ..ilent in man-_v organizirtinns' execution and lramper.ing

' t;r tit inncvation.At the end *'e have discussed the theoretical
. r, r-;rctical inrplications ol the proposcd nrodel.

" ,,,rLls: Dccontpasei the ory ot planned behavior, Ethic{tl
. - , ltip. Innovatiye work lttltuvior.

IN-TROI}UI]T'ION

. - "i rast plovides plcthol'a of case s of ilnethrcal practices
:-i LrLlt b! r,arious limrs. There has bcen an increasc in the

- - -'-urcc attacheri lo corporate social responsibilitie s ancl

rss cthics cluc to tvirich lcarlcrs arc requirccl to act
,..Lr nror:e than cver'. As a rcsuit, ethical lcadership has

. ',i iin area ol ititeresl ior both academici;rns anrl
.-lrner-s in the past decade . One questionthat is irecluettly

':.1 b1'ntanagcrs. studcnts. ancl thc gcneral pLrblic at largc
. ',,, hat irnpact cloes leacict ship hilve cn the behavior o1'the
-.,.rs'.,

: r\isiil1g litcrall"rre a huge nurnber of scholals have

:.i,:liil1, anil cnrprr.ically investigaterl irs irlplcl on
'.:cs' rvork atLilridcs lnd behar,'iol and estebiished that

,. ie ririer:shrp \\:ils an c1-fie ttral pledictcl cl {-)reanisation
'-.il]r.nl" innor,liivr u,ork bchitvirir. job srtisl'ucti'.rn ancl

- -rliiorlal citizcnstrtip irchaviol (llrou,n ct :11. 2L.i05.

r' .intl 'f r.cvinr:'ol {10{r ) horvc,..cr thc ic lllionship u 1'* th ica l

. -..ir;p on cml:lor,cc oiituomes still rcrrlirrs urrexplolcri.

t+

Ethicai leadership has been pre-seuted as a unique lezrdership

construot previously (l3r'orvn et al., 2005). but till ciate only' t'erv

empirical stlldies have explolcd the relatior.rship betr.veen

ethical lcadership ancl positivc iob olricorncs. thc constmct
being relatively nerv. Enrpirical investigation on ethical
leade rship is still io its n:rscent stagc. a nlunber of signilicant
questions remaitr unalrsu,ered. This rt-'scarch beclrocks on -

What are the cornironents olt-rthicai Leadership and horv does

it relate to imporlant ernpioyee beiravior-rrs? I3t'ou,n aurl

Treviijo (2006b) put fonvard it as a bouievard of flture
rcsearch. In light of thc above. tirc rnain porposc of this
t'esearch is tr: shed light on the constr:uct of cthicai leatlership
by revie.,ving the relevant litclature, ancl pur lorrvard hor,r, it
relates to Innovative Work Behzrvrotu .

ln this papel the focus is on the varions aspects affecting IWI3
b-v proposing a linkage betrveen Elhical Leaclership (at
individual and olganizational levels) anrl intcntir:rrs to
innovate. The article is organizcil iis loLlou,s-Tirc fit'st section
deals u,ith the pron.rrncnt literatule on EL and I\VB
highlighting components of EL and difi-ereniiatins it u'ith
other forrns of leadership. The lext part deiineates the

Decomposed Theory clf Planned Ilehavior as the basis to
investigate the relatiorrship tretrveen EL and inteniions to
irlrlovate^ Latel on, a sct of propositions hrvc bccn fi'amcd
based on conceptlral flamc-u,ork. The end sectiorr prresents a

competrdium of the kcv contri'outions .arglLments anci a

discussion of possible rva-vs fbrrvalci.

ITESEARCII C,dPS

ln particular', this study e xaurincs trvo rese arch raps: the lirst
gap is that Ethical leailcrship as a piltcn-tial prcclicbr has

receivecl r,u:v littie aticntiou: tLiele is nccd to hi_rhlight its

conrponents, seconcl rrer),' little entpirasis li;is becn Lrlaced on

cxan.rining lhe r:elaiicuship ollllhicai leadelship on lnuovative
u,ork befiavror'. 'l-o tltis cnd, u,c mav nccd an intcgratcd
apploach. rvirelein botli lrthital leacicrsitrit tLrrrl lnnuvatir,e
n'ot.1i be lraviol arc p;ilt i;t-. This stuily eri,Je:ivo:s to bridgc these

gaps b1,' propo*sinu a mod-e1. eniplof ing tl:c thcoiv oi'
riccoml:roscd oI dccontposcrl planncri bch:rliol u,ho:c bolh
Irthicai lc:ider-sliip rnrl innur,riivc r.r,ork behi.r.,,ior ale
colsirier ed.
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OBJEC]]'i\TES

The objectives olihe paper include providing cotllpoltents

ol'the constnLct uf Ethical Le aclersirip,

Scconrl objective is ro describc an ctl.rical leader,s

pcrsonaiitl' aiso difkrentiating it fi'orn othcr i'orms o{.

learlelship.

Furlhermole objective is to present a model shou'cusin{
11're positi."'e impact of Ethical Leadership (irt individual
anci criliectir.e levels) ot1 the intention to innovate lry
employing the iheor')r of decomposed planned behlvior

LITEI{1{TLIRI] REVIEl,V

Ethical Leadership

Lcade rship can bc de frncd as an art of making a iolioxre r clo the

thiirgs. acti\,ities, as pcr the go:rls set by the lcader. Flcnce the

rr.lie ot ieaclels involve directing the individual's behavit>r

torvards :r desilcd goa1. Leaders difl.er based on the inclividual
lcar-icrship sty,'le that clevclops fi'om individrial's pcrsonalitl,

charactclistics. 'Ihe litclaturc inriicatcs that there are personal

qualities snch as integlity . honesty- i,v1.rich ar.e significant to
perccptions of lezrclclship cfl'ectivcness. For instance survcy
research has as-sociatetl perceived leader- efi'ectiveness with
perceptions retarciing the leader's honesty, trustworthi and

integrity (Posner & Schmidt. 19!]2. Kouzes & posner, 1993.

Den Ilartos et al., 1 999). Spiritual values and practices related

to ieaciclship c['fectivcncss. Thc Leaclcrship Cognitive tmsthas
bccn linkcd rvith eflectivc approaches ol leadership as lvell
(Dirks & Iierrin. 20ti2). Building on this" J're-viiro et a1. (2003)

car.r'ied out ;ut er;:rloratorv reseafch prer-[editated to rccognizc
u,hat the tcrnt ethical le arlcrsl.rip ficans to immecliate obscrvcrs

of cxccuiii,es In thc ctlulsc ol'structured intcn,ieu,s with
tri'cirty scniol exccntivcs ancl twcnty cornpliance otTtccrs in a
muitiple inch-rstlies. tlre reseitrchers asked inforrnants to

iiragile aborit arr eihicaL leacier to u,horn thev i.vere ll,ell-
knou'r. arrd ansrvcr tire broad cluestions relateci to the

characteri stic s. behar,i ors. and rnotive-q o{'tirat leader.

Lcading cthicali_v is abour cnilriiring anci asking questions

aboi-it rvhat is right anri ri.hat is lvr.ong, ior-rnulating an

ir|-rproach oiconiluci anrl setting thc exanrplc for ibllorvers and

rrlhcrs al-ro.ut tlle ;rpplotrr-.rlullcs\ cr \\ ronIlress of ;-rtrrticular
xctions. Ethicril lcailcr"chip as cicsclibcd hl Brou,n cl al. (2005)

dif"-i'cr-s ll-onr otlicl lolr-:rs rtl Icaiiclship such. such as

lransl}l rnational (Llui'ns^ i97ti). ailtl.lentic (l,uthans & Ar,oiin
2ii{)3.r, rnii spilitual (Flr,, 201}l) leariership. Withour a iloLrbt all

cf thesc lorrns o1'lclticrsliilr cousisl of atti.ibLrtes sLrch as

iSSN.1581-6691

lairrress. rntegrity. trrist'ul,orthiness. concelx tbr others etc.

Horvever^ these attlibutes sirorv only a part o1' cthical
leadersliip. A seconcl significant feature of-ethical leariership,

terme d by Treviiio ct al. as the moral matlagcr. highliir-ht more

on the transactional cfloris to influence lbllou'er.'s ethical

behaviour. Brorvn et al. (2005) prcscnrcd;1 new
conceptualization of ethical icader-ship and icicntificrl three

important truilding blocks of ethical leaclclship Th: building
trlocks are-1.Being an example of- ethicalitr'. l. Treating
people Lvith ihirncss and 3. Manasing the ntc,r.aiirr Th.. hr-st

trvo prernises are revealeri in being the inoi.al rersot.l
component of ethical leadership in u.hich erhical leaders have

enviable qualities sucl.r Iairness anci tnrstrvoltil ne ss. The last

buiiding biock deals rvith the cornponent of bcing n-Lor.al in
rvhich ethical leaders suppolt norst,ltive behavior urtl put o1T

uncthicai behavior dor.rc b_v their subolrlinates {Br.rru.n and

Treviiio 2006a).

Ethical leade,rship is also expected to har.c all e1'1ec1 on
subordinates in the course of social exchange prlocesscs ( B liru.
1964). Social exchange stancls ou thc norm of r.ccipr-ocity
(Gouldner', 1960), which states that it'onc excharlse pafiner
does something beneficial fbr the othcr. that scncrates a

responsibility to give in return gooci lairh behavior. Ethical
leadcrship is clift-e rcnt fiont other ibrrns of lcadcr-ship .One
rvay it diverges Ii'on oiher leadership slvles is that u,hile some
theories of leadershill such as transforntatronal leirder-ship
contain an ethical colnponent the l'ocus on ethics is sLrbsicliary
anc{ de-notes only one aspect ol the lcai:ler.ship st1,lc. In
disparity. the {bcus of cthical lcadership is solcil,:rnd crplicitly
on the ethicai aspeci of lcadership. Onc nrcre u,ar Ln u,iiich
ethical leariership clitfers tj'om relatcd leadcrship eoirsrrircts rs
that it ernphasizes no1 only the traits such a-s intecrrrr. -oucr'l.rl
for oth-ers, heing.just etc of ethical lcacicrs jl aLso tirau.s ou
social learning theor,v (Bandura. 1911 . 1986) n,hich slarcs that
pcople learn fiont modeling thc behaiior oi'arrmcti\c rolc
models.

Ilime nsions / Contponcnts of Ethical Lcadership

L itcraturc revie,"r, ol th c eth ical lcadcr.ship s usg.si! t:r ui tircr.c

ate set,clal dimensions ol cthical lcatler'-siri'lr 'iil:i., rc.irr- in
context u,ith in the olganizations. Fcl coli -c i tlcli l g d l n-r!-u s i on s

rvc havc set rlll olt r.tork b,v tlro',r,n and'll-cr iiic lin.l ,-rtilr-rs ils
the conceptual basrs lol dif lcrcrtiatiuu thcsc Lrii:ri.. rlis. 'l-hr.cc

cii-rnensions ol cthicul lcaclership ii.i. l'.tl'n::\. pci.\.ei
sharing. ancl rolc clarification) *,clc ii:siili-sii:slrr.ibv Dc
I'loogh and Dr,n lial'tog (20Uiil this reLir...Li il-,. !.1)ntent
dirnensions bv Brou.n et a1. (l0L)5). Bc-si.1es i:riln:ss. irir.,rei
sharins anri role clarifica[irn. u,e har e u1:o i:ii]L.ticri |:grpis
oiicntedbehavior. in-tegr-iti,, cthicll griitiai.il;. rrr!i .Nri..L-r-u lir1.

sustailribiliiy ai otlrer diilcnsicrns ilLiit.i ii.i iiir;iitir.:Ll ieail,:r.

behaviol IiteratLtre . Llcir-sidcling ihe i'"ork ot Dt iiLrr),jlt rtnrl
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Jen Flaltog (2008). lve hirve inclucieci the lirs1 three
-.:incnsiots as thirness, power shaling and role clarification.
!''hich are also re{lected in the rvork by Broi,vn ei al. (2005).

-,.r'ness js consiclered an inrperativc tblm oi ethical leadcr
^::rrri'ior. Ethical lcade rs treat other:s in f-air manner. The1,- do
' : pr.actice favoritism ancl ale trust'"r.orthy and lionest. 'Ihey

,' .:iso lesponsible fir their or,r,n actions (Bror,r,n et al., 2005;

-- . irio r:t al., 200.-r). Seconcllyporver sharing is alscl an ethical

- ,.i:r' behal,ior. ltthical lcaders invcllve subordinates r..,,hi1e

- ,rg decisions and aiso listen to tlreil ideas. Resicket al.
i.l nrcntioris empoweling thc employces which is also an

.':ii ol cthical lcadct-ship. Sirriilarly. Broi,vn et al. (2005)

-:-'st that cthical lcader.s provide fblloivcrs rvith voice.
' . r:ilg poivcl give the subordinates morc contr-o1(YLrkl.

. Tlrirdlv clhical leadels are considered to be transllarent
rndLrlge in open cclmntunication (Brown et aL, 2005).

' . -r:'to this Del{i:ogh ancl Den Hartng (2008) rel'er to the

-. :cance of transpiirency in clarilying pertbrrnance goals

, :-r.lectltions ancl malk role clarification as a very essential
' :' - nent ofethical leadership.

- rp:ua1 backqror-trrd also highlights ancillary ethical leader
, .'. lLls.-Onc ol the impor-tant one is cleveloping a true

-.r'ir tbr people or bcing peoplc oriented. This aspect is one
': :liost ti'equentlrv rnentioned tacet of ethical leadership in

- , ..: itative study olTlevifro et a1.'s (2003) People-oriented
. '..:; of Ethicai leadcrs is also described by Resick et a1.

, . Ii i,s all about sincerely caling about. giving respect anci
- :rg siibordilates r,r,here possible making it sure that their

, .. ir. lulfilled ("I-reviio ct a1.. 2003). Leaders attaining
. :.: rr rltis cs prac tiue integrity.' and :rre fair rvith cons istent tre-

: Ethical grlidance r.efers to tire $/ay in rvhich leaders
. . ubont ethics at the samc time encour-age and also

.r etl'rical conduct among employees. Concern fbr
:r"bility is concernerl lvith en-r,ironmentai orientation

,:r,loses the rva,v the lcaders handle sustainabilitlz issues,

: sure other nlembels in tl-re environntent develop
. -:cr the repelcussions of actions $,ay above tlic selt:
-.i ,rrd caring;rbr-rlrt 1he rvelthre olthe society.

, l. ,\ulltmarises L-.thicai I-eaclership is as cornpr.isniu sL-vr-n

- :ir)r)S, nantcly - Iicing Fait' . Po.ur,-cr sharing, Roie
. lltion, iintployce Oricntation, Intcglity, Ethical
.:r:c anrl Workin;i tbl su-stainabiIit,v.
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Table I : Components of Ethical Leadership
taken from Literature

Transformational, spiritual, and authentic Ieadership-
Similarities and Differcnces ryith Ethical Leadersirip

This section includes a brief iliscussion olmajorly thrce rypes

oflcadership styles that sceur to ovcr-lap thc cthical lcadcrship
realm - Firsl is Transfbnnational. secontl spiritual and third
authentic theclry of lcade rship .

TransJbnnutionri Leeiler"'ftrir- B:rss (1985) suggcstcd th:ir
based upon the motivation trans{i-rrnration-al lcaclers cou}d bc
cithel cthical or ullethical. Bass & Stcicilmcicr (1999) furthel
distinguished be-tu,een authe ntic anci pseucio trzrnst-ormationai

leaclclship styles. Therc is overlap hettvecn T'r'anstbrnta-tional
leadership and cthical ieailcrsirip lclating their center of
attention on personal char"acteristics. Both tvpe oi leaclers

conccrn about otirers. act al-,va1rs considcring their rnolal
plirciples high , iakc care of thc ethical i:esults ol their
decisions. and act as e thical rerlc models ial'othc-rs. Theory and
re -scarch sugge sts that ethical lcadeiship and triinslbrttationai
ieaclership ale dissimiiar cotlstl ricts (l1rou,n e t a1.. 2005.
Tleviiio ct al., 2003). Authcntic leadcrs ale the ones who are

plotbrurcill' con-sciorrs of horv ilrev think and ilct. also are

conscior-rs of their ou,n and othcrs' nroraipcrspeciivc. sub-ject
krior.l,l edge. an<1 slrenstlr s.

,4 uth entic I etde rs h itrt

Sinilar io thc transl'nir:rational iraclership ntrtlic*iic
Icartcrshiyt cncrgc coincirlc rry,ith ctliic:il Icadcr-ship
pr.dominiintly in the arca nf iniilvidual icliiul.cs. Rotit thc

ar-lihcntic as ivcll a-s ethical lcade rs shllc sitcial trtoii-,.ation.
Both iu.c le:rsoltabiv leadcls.,vith ltli:rciples u,ho thiuk aboi,-,t

thc cth icai rlut-colt't.s of thei l i r-Lriscnien ts.

ETHICAL LEADERSHIP
COMPONENTS

E,XPLANAI-ION

Being Fair Not praeticinu fin,oritisi::, anrl trcating
others in a rirhi ri a1, i:;l, mrkins tiiir ciroices

Porver sharing
lncleasi:rs subordinales r ole in declsion
tt rlir:.rq'l lr'lr:r.,r.t iull t r .rrl-..: .,:.
idcls lrtti concerir

Role Clarification
(il;rrii!'irrg aboiil tLc icsponsibriitics. llat
i: crpecied anci !ein.s cicar of Dellbrrnance goals

En.rployee Orientation Caring aborrl, icspciliag rnd
supporting lbllori;rs

Integrity Ketprng prtrmises altl brrng
Cirnsisreut rvrih lhe ilollis and aotilns

Bthical Guidance Cournunicating reeaidinl crnhluing ttl:ical
r.Lrle promuLing and rewtrdin! cthiciil condrrci

llbrking for
sustainability

Taking care trl the cuvilonmert lrii
srimulafing reci,cling.
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Spirituttl leadership

Spiritual Ieaclership enc{:}mpasses "the values, fi.amc olmind.
and beharriours that arc considered nccessarv to inherently
inspir.c onc's scll anr-l others io dcvelop a scnse of spiritual
srirvival through call-ing and membership', (Fry. 2003).
SpilitLral iearlcrship is also expiained as clirection taking placc
ivhen an individr,ral r,r,ho is a lcader significs spiritr-ral valucs
such as integr-itv. humilitv and honestr,. creates ones own self as
an crample of sor.nehod.v rvho can be tr-ue heartecl , reliecl upon"
and praised oi.

Table 2 : Comparison of EL rvith other
leadership styles

TYPE OIT

LEADERSIIIP
CLOSET{ESS lVITH
ETHICAL LEADERSHIP
I.f, SIryIILARITY

DISTINCTION FROM
LEADERSHIP

'l'rlnslbrmafional

Lrndership
Shrlir.'lng 101c g1n 1ot

suDorilinaies Being Ethical rt
the iinr o1'nlaking decisiotrs

Tloneslyi In19g1 i1y f1gj1g.

:\ roie nxrdel

Increasing sutrordin:rtes iole
in declsion making and

lisrcning to thcir ssgggrlir.r,
icleas antl ionccrn

,{ uthentir
Leldrrrhip

Conccrl ibr othels i:thicnl
dccision naking Honrstl,l
1n1c-grit1, Role ntodelIng

r\uthentic aurherilicitl. and

sell -ru'arcticss

Spiritual
Leaderslrip

Concern lir othris Honusty,,

IntegLity i{o1e nrodelling
SprrilLLrl leriders irighlight
i,isioning. hoper'faith:

rr,crkrs r,ocation

In tutv ntiv e wo r k h e lt uyio ilr
Innovatir.e i.vork behaviour can be cluciclated as thc creating.
intloclucing and irppl.ving thc ne-,y ideas insicie ri lvotli role.
sroul) or organ;zati{rn. Further.rnor.e, he r-ecofirntencleci that the
Innovativc work bcha\ iotir prtrccss consists of thr:ec main
behar.,ioulal ljhases: idea generation, idea prornotion. ancl idea
r*aiization (.lansscn ,2004) .tn order to bc_qitr innor.ation.
employees oan coire up rvitl.r novelideas b-,- rnrlulgrng
themselves 11r seve ral acls to look lbr opportunities. seek the

l'rerlbrrri;rnee gaps. ancl builcl Liseliil wir)/ ouis (Axtel1 et al..
1000). Discontinuiiics and illcorlgtuitics rniry ire thc sour.ct_- ol
ne\!' ideas - things that do not f'ii into a regular pattern tbr
cxanrplc ihc lrroblcnts occnrring irr existing working rlcthods
or the needs of customers lJrat renraln LrnfLrlfilled. ltmployees
can piav valueble lole in ihe innovation pr.oce ss L:1 cngagirig in
the irnplc mentation phase ciemonstraiing appl i cati on-ol.ient-ed
bchriv iour. cx: cnrplo_vee s who have a stron{ personal
conlmiintet'it lo a p:rrticillat'ide a mav be abie to co[vince others
ci1- iIs vallre. Employccs i:an :rlso de-,,ore reason?-ibl- elfurt in
initializirrg. testirrg and coillilerciaiising an idea. Several
stuili*s 1-,ave inspcctcci ihr iole of a lcarlcr- and rlr.sanizational
cli-mltc in ci:nlrollin.-q.rhc innrrvative bchavio,irr of iile:
cnrplovc.s {0}rlh.irl & {.urnrnings. I 996 ). fhc sturlics
rstal,rlisJicci thiii rvlic, the clinlate ol tlie o.ganizati.rn an.i the
s1,vic o1'tire lcarict. iippcar tc 'lc psychttiogiceliv cnrpor, e r.inu
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lbr the employees , innovative \\,ork bcha\-ioiir sels
cncouragcd (trlar-tins & Terblanchc. 20ijj ).

THEORY AND PII.OPOSED }IODEI-
In literature. the intention to innovate is cxplain.-d kr-r-pin_u the
basis of the theor1..olrcasorlcd action (TRAI ri hicir js a socio-
psychological theorv put fbnvard by Ajzen lnij Frshbein
(1975). The theory statlds on the assumprion ihrt real
behaviour is anticipated bv the be havior-rral intc-n:rurn iBI) ol
the ac-tion (Pavlou & F,vgenscui, 2tl{)6). \\:iilingilcss ro carrv
or-Lt the ac,tiern and the extent of etlbrls an inilir iil-riui lrLLts in
wlrilc peribrming t]re action ref'ers to ihe Lrrr-r-Lti.rr of an
individual . Behavjor-rral irrtcntion (RI) is jnfluenre.l br the
attitude torvards thc behaviour of intcrrcst as ri.ell r: bv the
sub-jective norms (SN) of the ref-er.erlt grorUt (ijock et al..
2005). As per Ajzen ( 199 I )- sonrc behavioriral belir-is thet an
indirricir-ral has about the aiiribr:tcs ol the behar tuilr ,Jt. its
outcomes aft'ect the attitude tor,i.ar.ds tlret bc-ltar iitur. . Thc
more fhe value an individr"ial gives to ihe Lr1,r5lio1 of ths
behaviour slrongcrtvoi-rld be thc behavior-al be 1i.-f.s.

Sribjective norms ilre operated bv thc uornririir e be liels
(Chennan.raneni ct al.. 201?), that l.roid an indi-r,iihial's be hcls
regarding the support or opposition applicd br rhc irlportant
indivicluals or groups to perfbrm the bchariour. in lbcus
(intention to innovatc in this case ) (.{izcn^ l9r)I t. The
influence of each normative belrel gets enhanced bt. an
individual's motivation to act in accoldance ri.itir thc re fctence
in question. The subjective nclrm (Si.o) is clirectl-r pl.rrportional
to the sum oithc resulting products across the salit-uI retereuts'
(Ajzen, 2002).TRA r.vas leassessed , Iater it got n-ansibr.metl to
the the ory of piannecl bchavior.rr (TPB ) b). aciriirion oi'a rhircl
preilictor to Behavior-rral Intcntion. uhich i_i peiceivecl
bchavioural control (PBC) to dclcar rhc r rr-litionai
assumption buiicling tbnndation t'or- II{A. pBL- rneans an
indirridual's'pclception olIhe control ovet. per.for-iriince ola
behavior-rr' (A-izen, 201)2). ;\ccerr.ding io 'f.r1 

Lor- ancl Tocld
(1995) the iiecomposetl tireor',v of plar.ureil br,hur i,rLl.{DTirB)
decomposes altitLrde. subjective norrrs and pBl s ;l oriier to
high-light the r.elatecl behavioLirai. ltormlh\. irlri .or1iro1
belief slr:ucturcs that lay rlor,vn the Ibunda:i,lr i,;'tit:nt. \\ie
havc usecl DTPIJ bccaLrsc it focrises on sn:;inl L-:licf.s
Strlrctures and cOn-siriel's the efie cts rrl the[ .i..\ii]\ :i . il.itich
ivill br"rildup tJrc clesc,l iptivc potcrrtial oio,.rr.ir:.i,ir.,..-.1 nrotlcl.

In the litllo,,r,ing section- tyc iravc pt'(li_ro\jri :: J!,iitc.i,iiLlal
il'anrelvor.k linhing ]:lthica! Leadership i, riir I:,-i;iriiuir tr;
itlllovatc (sce lrigulc l). it is n.iaintaincC rltrl irl_,:ii it.,.ji...:.iiial
and cc,llectil'e ieve ls) through-litintcs,c. Pi:,... rr .l:.iir;r.'g. Itole
Clar:ifi catioit, Peop le Olienlatii--n. Intcgr:irr. l-.:lui:r i Guiciairce
ancl (.on-celn lir susiaitabilitr. str.ergiitri: i1-r: .:rltjer.h.itq

l:el ic J'-l rttii Ltri j iurr luiis i r rrrri .,1 i ;, _.
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. Conceptuai Framervork outiinirg the Impact of El. on IWB
:::: DTI'B (The arnr is 1o explore the relationships markcd in'Blue
: i inkases that are marked in'solid lines'have been accepterl and

-.1 rarlicr..l

' -:.r: .\r,rthors'own.Several stuclies have empirically shou.n

, !i.nce ol a positive relationship betrveen ethical lead-
' .r1rd inno\/ation behavior. Consistent to that are the

--! r.rf Kalshoven. Hartog, and De Hoogh (2011) who
,:rrt cthical lcadership plays a vcry critical lole in

rr.S tlle behaviour olthe employees towards bcing more

..:.i.r and did rc-establish thc encouraging irr.rpact of
-. Leadersliip in modil,ving ernployees' outlook atrd

-: i;r a positive lvay in the u,orkplace. The posi-tive
:.shipr $g{1rygen cthicel leadership an(i inro\'rti\-c
ri has learl to severai suggestions such as r,vhen ethical

, i -li.r\\, attention on the outcomes ofjob, encourage opell

-,r,rcation, pronlotc pcopic to be creatir,,c, give job
r].,\. offcr opporttilritics for rvorkers to pnt across their

, .,rti contribute iheil opinions (Ilrou,n & lrevi*no,
:-rc lirllou'ers r:esponcl b,v innovative behavior in the

. -..,ie. Hence the lbllorving hypothesis have been

-: .r-t1-

: - rhesis 2: Ethicsl lesdership will be positivel! rs1r1r, tt
,t t it'e ro rk b eh nvio sr.

i;tt dinensiotts oJ El at tndividual let,el and gronp level
. i!! positively r$Ject the belruviorul belielb tutderpinnittg

." : : i t r t d e -{br I t uut vtttion,

!it' iinettsinrus oJ'El ut itdividuttl level und group level
ii! positivelt- ulJbct the nrsrr*utiye helief's un-derltittning

: t i t u de fts r I nnov sli o tt.

I iit tlinrensions of EI at individual lcvcl and group level
.'rll positively al'tecl fhe control beliels underpinning
* i iitu(ie fbr Innr-rvatiun

DISCI Ll SS lllN :\."" i) I IIPt,ICATION

- -rrl.- is an attempt t(r pr'oposc un extension of cthical

" -. -irigr iitcr-atLu-c int<r clrutin!: intcttiit'u tLr itrnovatc. ,'\

l:rs bcen prol]osc.i higlrlighting the role of ethical

:,.irip in influencing itrni-.r,ative behai,roLrr ol'etrployees.

-'iiol bills rip the basis tif arr olqanizrtion's slrccess and

. :r-irric. r.r,hich rcsicics \!';iir tile enrpkrvecs. Jb sucoccd

\\\
\

-
-.t., *J _!rsry!_!_.1-J ^ilI L l''rr'i,at-- I I ItH"r,s ' I "-" I I Iii

i

: Ba:hav ora i:l
, Ertrei;

' 1"_.-.. l

T 'r;;;-l
l*------ll^i
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clesignrng o1' syslerns an(l processes is necessar,v lbr'

organizatiorl, tbr this they nee cl innovative rvorklorce" l.eaclers

high on ethical grollnds tcnd to vier.v lile fi'om a largcr

perspective malked by unity and bonding r.r,ith all. This [,pe of
learlers tend to transcencl the 'me' and 'them' clistinction anci

sho\,v morc irclping behaviors (ittuovative in our casc) that

girre therr:r jr-lv. lulfiliment arld cor.lnectcclness rvitlt oihers. ,,\t a

collective ievel, F.thical Leadelship linchpin oti positive

organizational values such as muiuality, Irutranism , t'espec:t

tbr othels. rvhich tlevelop an environmcnt and experience of
meaningiuljless. connoctedncss to cach othel and

conrpailionship. In order to facilitatc innoYxlive
behaviorleadel's lxust enrich cxperience of employees by
providing theni an environnrent establislied b-y vaiucs likc,

respecL .a sense olhigher puryosel trr.rsl. humility. elc:.

\\ic cncourage researchers to tcst thc proposed tl'arnervork

cmpiricallr, and further explorc thc proposed linkages in

grcater rlcpth. A scale to measurc Ethical Le aciersliip in Indiarr

context needs to be dcvcloped to to dif i'erentiatc betlveen

Ieaders on ethical qrollrlds. There is need to fiu'thet' assess

ditibrent r,va,vs in which ethical leacler behavior can be

perceived as elfuctive ancl lior.l, the1,' can le*ve lasting and

positive impact on tbllor,r,ers anci eventually the olgrnizatiorr.
Evcn though the signilicance olethics ancl cthical lcadership is

rvell comptehendcd and unquest:ionable" thele is a

requircmcnt 1'or policy mcasnres lor not only lriring etlii-cal
leaclers but also prorroting ethical lcadership ail1on-q

employees. For it at tlie time of recruitrnent and seiectior.r only
the ethical back grouncl could be utilizecl as all explicit
critcrion for a-sscssing tlre potentral canriiilatcs. In orcler to

advence proi'essionals tbr thcii' tuturc rcilc as ct1-rica1 leader.s,

there shonld be tr:aining on ethical le;rdership ior the hcads of
departmellts an.l tealr lcacier.s. Ethics shoulii be one ol the

compo-nents olthe training rrodr-rlcs and cor-r'ses. Besides it
even the oriefltation .inclucticrn. anci socialization oi- trerv

ernplol,ees mnst strongly have an ethical orientatiou. Fot'

inculcating t-rrganizational r,aluc s)/stcrn rolc rnodeling,

mentoring and fiecluent inlet'action u,ith seniors could be

e ncoulaged . Fol the crcation olethicai clir.nate social 1e alnins
theory coulci be applied b--v stratcgics such as meutoliti-9, antl

cthics n'aining.
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Big Data Security: Issues and Solutions
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:.',;ttutt: As rve all krori'tlrat the 21 centurl,is thc centurv of Big
rir. This tiata is the rax'material lbr the production of immense

. .i'lland cconornic values. This leads to the massive ilcrcase in
,i.i \toragL] and data mining. Increasing number of people.

.r.r)r's iind devices are the main causes for liig data. This data
. ':.,te\ the great v:rlue f'or the innov:ttion, productivitr,, elficiencv

' .: lrorr th af the glotral economv. Brrt on the same time this data
- :.: irtes a "data deluge" rvhich generates thc privacy concerns;
-. : rE\trlt it cre*tes a baclilash danrpening the econornl, oI'the

:.. rntl the innovation. So to maintain the privacy of individuat
- : ihe production of the data rve need fo create sorne atlvancetl

:irr *hich can cfl'ectivelv rvork on big dafa, because thc
.i!\ or algorithurs rvlrich lve har.e are not so much adt,:rncetl

r : i h rv can denl lvith that much amount of ciata on tirnely basis,' ' prpet'presents the prir.acf issues rvhich c{}me across dealing
- . nig data :rnd suggests I'ely rvays to protect the dat:r-intensive

::lation svstems.

',]\,lrds: Sensitive Infbrmation Anonvmizaiion Securitv

Ii\TRODUCTION

::..:r 'Big I)ata' means dealing a large amount ol clata
. .\ gL-lterated tely rapidly. The main cause olthis is the

. .i--: ol social media platfbrms and the smarts cleviccs.
. .:.[g to a research that is done b_v IB]4. we create 2.5

.,..n bvtc-s of data r,lith the help of handheld deyices.
: Ltnline social netrvorks and machine- to- machine
...,r.ation in one day. Accorc{ing to this ne have created

r,c rr,hole clata present over.y\rorkl-\,vicle irr last 2 1,ears
. rri\t io impossible to store. capture, process that mnch
. ,,,. ith thc previous storage dcvices and the rnain
. is also not rtraintainecl i.e. to maintain the privac), and

. rri' d:rta. Afier storing the data in the database the
. . . - and retlieval of mctadata irorn tite databasc is not so

: use olexisting ntining to0ls take so much time and
':::lor concelnecl in today's rvorld.

- - -..ita is basically char:acterizcd by the "3V" r,olurre,
. rnrl varicty ol data [1]. In this the vc.locit!. says

,, ihc hLrgu anloutlt ol clata that is gcncrater.i b),,

..1-r lnci olganization in efficient nianirer. \ielocit-y says
.,,:a is calrtlrrcii, sirared anr_l accessed in a high speed

: r',:r-ietv says that an escalalion of nerl, clala iypes fi-onr
, ...,'iirL:t--s. online sources anrl machinc iierriccs:rre

- - -: inio triiciiticnai transactional ciata tvpe s. So the
, .riielqcs arc to rnaintairr the I \is o{'the big ciata.

- .:it thcsc a rnii,jor coiic.tu is to aiaintain ihe pt.ivacy
. - I ri.. r,i'tltc riaia becirnscr ct01'y{}nc wants that Jris or}rcr

privac,v i,vill nraintainccl thloughout the entire (:vclc of clata
process ing.

Big Data Sccuritv *ntl Privacv

Bis data is a uc'"v cl.riille r.rge fbr the pcrsons or the systcrn rvhich
nrakes clccision on tire basis olthat data. fhc amclunt oldata
t[.rat is gener:atetl by our electronic dcvices like Smartphone,
social rnedia net',r,orks, scnsor-dliven clcvices. gcner.atcil in
our daily lif,e is vcry high. This is donc bc*iusc the big clata is
nrostly the collection olvariety of ciata types inclLrding audio.
l'ideo. text and imagery. Social media platfornrs, inslugram
images" prol'essional photographs, aerial imagery and satellite
irnagely captureil by tlcvices likc l-lnrnannt d Acria] Vchicles
(U;\\is;, videos llom tv channcls, \,outube videos and.,.irleo
apps and other channe is arc thc ntair.i cause olBig l)ata.

Ilvve are thinking aboLrt tile storage aucl preserving poiiit of big
ciata, tl.ran it rvill becorle a problerr becrrnse u,e don,t have so
srnalt clevices and algolithrns rvhich can clcai rvith tliis amount
ot-data u,hich is gcnelafed ever;, seconds. On the othcr point.
organized big rlata collectcd tl.om t,alious sources like social
medra" rvebsites. GPS and morc rvill help to rdentifl-variol.ts
social- economic problcrns [2] and also hclps in providing
efl'ective solniions and measures i3]. 1'tius. big clata is
considered as the extra orrlinaly resourct: rvhich ofler.s unique
opportun:itics tbr iill thc pcoples. N,'[etaclata o{'thc big data also
have the capabilities to rer,cai the scnsitivc intbr-rnation about
people's pcrsonal livcs. potritic:rl prr:f'er.cnccs. r.cligion anci
thcir sexual orirlnlation. With the hclp ol mctadata r.t e can find
ti:c tjrne of acccss anv lvebpage thcir TP acldresscs. locatjou
etc... Tiris u,ill nrake the ploblem of i:rivacy for- the
govemlrents collecling data i6]. The gaihering iind access of
tnetac.lata wiil reveal tire identit.v rif person, u,hicir makes a
point of conccni to hurlan rights anrl fr_rnriarncntai trccdoms.
Rotli the mctadara antl l.rig data har.e tlie capabilit,v to retrier.e
thc scnsitivc infiln'ration of inclivirlual rind harre tirc control to
use their lnlornratir;n.

Big Dat;r N atu re

Bie data hal'c veiocitl,.and huge volunres; it is ver.y difiicuit to
prot.ct all the ciat*. li n,e irrlcling sccuritl iave r.s t* tire iiarir tiian
it rnay slor.r cloil,n periirriltencf s ancl liflict ciynnmir: rlrinlvsir
of the s1'stern.'l']:us. accessins anii conirollinq tlle big dlta are
lu,i., big secLu.itv pr-oblctns l:l]. It is rliffieLill lo har:illc ilalir
nrarlageruent il,ld classificrit.iori r-r1'big r.ligital soLii.ces. Big diita
ne cris nro;'c sccLtriiv iit..,e strrrcnts. \,Itlslly. thr: bic r.lii.L:r is stoi-cil
lnrl tr;rnsle; icr[ aurong i,:irious cloucls and clistributcLi

_l (l
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lvorlcluricle svsten:i.,i. Sharirrg of dtrta many netlvolks r.t,i[1

int r'-'nsc tlre rrsk of serLrr-il-r.

Privacy requirernents in big data

In the introduction section rve irat'e discussed about the 3Vs of
cig data. fhese are the challenges n,hich rve have to overcome
to rnake big tlata secuLe. BLrt norv the big rlata faces a neu,
chailenge rcgar:ding prir.acy and security. If the clata is not
ar-rthcntic, ihan thc knou,ierl-ee gcts {iom that clata bccor.ne
uscless [5]. Nor.i,. a ncu,\,'is addressed i.e. ,,veracit1,.,'to flnd
oLit the se curity challcnges in bis data. Thc secr-irity of big data
is nclr,r, in eallicr state so lve focus ()n thr; privacv olbig data in
tiris article and n e lintl sorre of the privacy r.eqLiiremeuts un
data anal_vtics. In the above paragr.aph we clear that big clata is
useliri ior rncasuring the economic and social problems, ancl
u'c alrcady aq.are that thc misr-rse of this data mali gener.atc

ct.ivac-y concents. Thus thc privacy preser.ving tecirniqucs arc
deveioped as soon as possible aud as dcep as possible to
balancc the uses olbig c'lata and the privacv concerns ol an
inrJividual ale al so rnaintainecl.

Prir,ac).requirenre*ts at the time of collcction

The big clata collcction is done nnir.ct.sall),, so therc is a great
chance of eavesdropping of the data ancl tlie data is incidentally
leakeii at the time clf generation 19] We all n-rust ai.vare that
rnaxirnum part olbis data is personal, if the collected clata is
scnsitive and per-*onal^ than rvc must resh.ict the clata r,r,ith some
pht,sical protection methods as u,e1l as solre c)/bel. sectrrit_y
tcchniclucs alc irlso pr-ovicled to maintajn the integrit_v of that
data beible its storage.

Privacy requirements at the time of storage

Aftcr irnplcrnenting the sccurity at the time of collection our
flext slep is to securc storage olthe data. The security on the
-ctorage tirne js more essentiel than tiie collecteci time because
at ihe tin'rc: ot'collectio'rvitir thc help olcal'esdr'plring the data
ofcne person is hacked or.changecl but if an attacker attack on
the storage ilian thc attacker retlie'e the se,sitive infbrmaticln
olthousarrd people in a sir.rglc tiurc once it is successful 19].
Thcr.ctbrc^ to nuintaiu tire confidettiality of thc clata wc havc
to appl,v phr.sical sccr-rrit_v on thc storage an<1 as ,ovcil as tire
cybel secrility.

Privarl'retluirernents at the tinre of processing

Plr-icessinq oian-v data is the kcy elcment, in big rlata the big
data proccssing is thc kry eicmcnl. As r.vc knor,v that tlic bic
rlata helits in econonric and social grotvih anrj iechnicai
tu*or.':rliuts. 1'he big ilata trirring i-.rocessing neeris sorne neu,
tcclrnitlue s.u,hich can inclcase tire efhcienov olthe proru-ssrng.
BLrt tirr: problcn'r is tirar ntaintaining thc pr.ir.acv ancl clficicncy
of itlocessins clf ilata is vcr..; challerrging. We can tiot sacr.ificc
the priva*, oi iiaiii ibl the iast processing olrhe clata. 1lt h;ir..c
l(i llrotcct iildii,idu:il scnsiii-,,e inibrrneii.rr ancl aLso cnsurc ihe
rllcicncv o1't.lata ef the saltlc tinie. TlrLrs. big clata shar.ing
ire corries tire cirallcngc il the Iiclil oi. brg rJata. f he rrn ly
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sohrtions lbr lhat are to rnuke adr,,ancecl algorilhms aird more
fbcus on prirraoy p reservi n g techn icpres [9].

Plivacy prescrving techniqucs nrav bc a solution tbr this
ptoblem but rvith the prir,acy preser.vine techniques there ts a
problcm ift,ve increasc thc irrivacv olthc data rhan the Lrtilitv of
the data is decreases, n leals the utilizar ton o l ilai ir i s cle creases.
ancl if*,e can not use tlre data lhan il becomes Lrse ]e-\s lL.] us.

Solutions to Pl'ivacl,issues of big clat:r:

In the plevious section r,r,e have seen that there fif e three phases
in which rve have to ntainiain the prir acv Frr.si rrt tltc tinre of
collection oldata u,e have to nraintain the rntegritr olthe clata,
seccurcl is at thc tinte ol'storagc o1'rlata br-csliSc- th. attacker
rv:rnts to alu,ays attack on the storitge olthe ileta. anil iast11. we
l.rave to maintain privacy at the time r.lfproccssing olthc ciata.

Use oftrustlyorthv source of network:

As we ah eady discus thet tite big data is sene i.atecl rr,ith rhe use
olelectronic deviccs like rnobiles, laptops. ctc, anc.i all the ciata
is generated electloticall-t.. means ali the data is online. So first
think lrou have to takc care of that 1,.ou u,ill conllect too
lnrstworfhy source of netnol.k or not. the use ol public
network-s rvill increase the risk cithe privac,v breacli olyour:
data.

Data Cr1'ptography:
-fo maintain the confidentiatily ol the data at the rime of-
storage^ data encryptic,n is a eommon solution. BLrt the
traditional encryption techniques are rot appiicable to that
huge amount o1 data. So many r.cse;irchcrs anil scientist ar.e

u,orking to making somc advanced encrvption techniques for
big clata encrvptions.

Hotnographic cryploglaphy can be useri fbr rhe encn.ption ol
data becar.rse it enables cven cornprLtlition un i-ne r-\llled data.
This tcchniqr-rc cnsurcs thc conficieniialirv olihr iiarii [7].

In hourographic clyptogm.ph.v \,IapRcdric.- rs :i :r.trb1ern. so lo
hancile this ploblcrls a nelv solution rs rcciiir.c.i lS1. In the
clisiriLri"rted environrneuts to eilsLtre the peiior.nrln.e ol.
cryptograi:hic soiution a ne\\'approach i: sr-rggr-:ie.l r:rr]lecl as
CBllKlr (Clor-Ld Background Hier-ar.chii:rl [ci Er.change).
This soiution is nrcle sccrircrl than iTKE -in,i t-t i3KF t i10].
This techniquc ClBIli(E is basecl ..,n ai.: ii;r.:r:i,, r >ii.:ttcsy to
AK[- lAuthenticatc Ke-v l_'rchangct br i-,r ir :ll:rs:s : ilr cr. b,_v

lar.el). llorvevcr. \var nccd ncn' ag-.itr.ori.l;,--. -iir: :liitriclues
rvith etriianced pre11-ornlrlt.e to iutil-r-r\ ;- ilt; :lr--l-.:-.irl.. rrf 'Oig

clata sets ori distnbLrtctl systtirrs.

Data Anonyrniz:rfion rif Personul rrntl Sensitir e [)ata:

Ii the big claia conlains lire itc:lson:,1 iit.ii!i) -,lt.i :; .... ..1 .1:lt io
pLrblisli it lol anl,kind r: i'rcseiirclt t1t:rr: ,,i c lr:1., : r., t:--.liittltu.i the
pt'ivacy ol ei'erv inclii iiiuai 1;rcliLi,.,: nri !!ita ,.,. -:it1) iar .i:.,-.lose
hisor'l-icrltiivatcolsciisitj.,ciniiliil.tiilrjt. P:.i,.:,., tr:.:jt-\ing
is a tcchni.irir, hl' *,hirh t.t rli:1tlii.. rrrii. .r-l.ir r rt: ,_., -, ,. ,\.r\ so

i1
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..i1 any :lttacker can riot lderitilieci a persotr ilild 1ts sctlsilivc
. :ribute. Tt is a recognized techniclue to protect the privtrcy of
.:.:i scfoSS thc distlibuted syslem ancl cloucls. Ther.e are so

..:r\ models ."vhich alc used uncler this technique ale: K-
-,ri,n-ritv. sub-tree data anonvmizatian. l-diversi$,. m-

-,ilance ancl t-closcncss.

-,ese technicpres sub tre c technitlue is the latest one because

'.rrks on two clif'tcrcnt rncthocls. One is Top-Dolvn
-,:irlizatiorr (TDS) ancl the on=other onc is Bottorr-LIp

-. :::ilization (BLIG) ll1]. Hor'r,ever these trvo methods are

.-:ltcient. Thele is a lack of data utility or perfbl'mance
j n'e Llsed those in certain anoirvntizntion parameter. They

: .,i applicabie rvhen we applied anonl,rnization on tsig

:.-i3r'to improve the ilnonymizatiofl techniques, that can

:tiicicntll,' on big data I1]. A h;,bricl approach is
..:il. in rvhich rve combirles the TDS zrnd BUG teclrniqucs.
. .i brid techniquc is suitairle lor use casc pal'anteter. Thus

r: help of hybricl techniqr"re the elliciency, scalability atcl
. .:..ornlance is enhanced on tlie huge databases I l]. It is

..-loplccl by nc'"v proqralns to har.rdlc \zlapReduoe
.. inl.

-:.:lr thcre arc so many llrograms or algor:ithms are

- '.cl to enhance the perfblnance of the existing privacy
: '. :i-,9 techniques io p1'otect the privacy on the large c{ata

CONCLUSION

- .,::' applications provide many interesting opportunities
.-r'. seclors. So the arnor-rnl of diita that is generated is

-. .:. tlliy'b.v day. There are rnany big challenges corne in
j .rl big data at the time ot collccting. storing ar.rcl

---:.ir_e. Thc biggest challenge is the maintainir.rg the
.. :rirci privac,v of'that hugc amount oldata. In this paper
. : lncntioned some of the issues ll,hich are con-res in all

-',' nl1a-ses i.e . (collecting, storing, proccssing). \\,'e have

.;:iribecl some basic sohrtions and recoml.nenclatloll.
.: r-raintaining the secr-u'it;, of large datahases are next tr)

.:rrl.. so instead of plovicling sccurity to the clata wc cail

- -. :.rr- tlata r,'alucs ancl theil key,'attr.ibutcs" fuleanrl,hile if
- , -iplblc to plcscrvc the privacl' olihc iiata than it is also

l))i\ : --\I1-(){)\/ I

a big achievernenl because by doing tiris the attacker can not
misuse the data. '['hrs does not mean that there is no need io
u,ork on sccurit)' oi' thc data, rvc hervc io scncrate some

algorithms and tools r.r,hich are capable ot pror.icling sccurity
of tllc iiata as \,\ie11 as the perlbrflrance ol the s1,'stem is also

maintained, brcausc frorn thc cxistrng sccru'ity tools if r.r,e

improve the securi[r and privacy oi'the data the performance

of the s,vstem is bleak dorvn ancl the data utilit_v is also

decrea-ces.
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,Tbstruct:'l'his paper ibcuses on the look of a perlat porvered
ryriter :tpparatus ryhich might be utilized in rural areas lbr the
filtration of lr,ater at tiny scale. It ryorks on the principle ol
altcrnate cornpression alrd rclaxation oftubc rcsulting in negative
pressure in the tube and creating a seal tretrveen suetion and
discharge side of the purnp, Upon restitution of fire tube a
po*crful l,acuum is created dralving lyater into the pump anil
also the roller passcs on the length ofthe tubc entirely press it and
pushing the rvater through the filter rvher*,r:r sorprion takes
place to puril'r' thc rvater. 'f hus, rnarring water purified rvithout the
help ol the electricitl'. 1-he proposcd tlesign consist ofa peristaltic
purrlp polvered bv pedaling, a filter ancl a flexible tube. This setup
is optimized in such a rvay that it is uscr iiiendly and produce no
pollution. Additionally reduces the general price ernployed in
transpor:ting and sanitizing drinkable rvater.

Acywards-RO, PVC, TDS etc.

I}iTRODTJCTION

\hiir:r'rs statistics shor,v that there arc. unir se'er.al villages i'
r\sian coLrntrr,r thar don't have the po*,er of unp,ll,ted anci sal!
*'aler rvhicir is as a resuh of they lack co,'ect supprv fbr the ai,r
of iiltcr-cd rvatcr and one ma.jor source is e ler:tricit1... lVatcrr can
contiiin many impur.ilies, chenricals ancl l,arious bactet.ia,s.
SLrch contaniinants will cause scr.ious he alth problenrs :rnd so is
cornpleteiy uusaf'e lbr drinkirg pe ople have to be compelied to
*,alk ntilcs si,rply to achievc a sLrpplv of r.r,ater r,vhich is not
esscntially ptlrtab1e.

'fhr-Ls, thc pcdal por,r,er.eci rvater apparatus corLlcl be a toocl step
torvarcls sct"ving to peoltle to inilucc purc u,atrl. r,i,hilc not
aLrunrianl source. -l'hc 

pcclal pou,eied fi Iicr. nr.or:ks pri ncipal 11.,

on cilcrql, so sc:aling cloll,n thc necessit-v o1.,-iectr:icit-v iirr the
*reth*d of rvatcr'fi lilation that br.rilci it atlclirionai hclpfLrl lor rhc
ar-eas whql'c electriciry is slili a *raj'r issuc. I,c:dali,g i_< ti-ee
1r'orn polir-rtion, tirer:cib.e it's Assriciaie iu nirrsing ec.-fi.ie'rll,v
s1./sIctx and at the siile ol tjrat it con_ittintlv ofl-er hea1th1,
crer.crsc. -i-he 

most ol_.-icclive of this urate,r appi,,r;rtus is ttr
suppiy clcan u,rtcl b-r'thc suggcsis lhat i:f'chairr:,ing thr pc:dai
e ricrg_v itltcr hcliriiii clteig-1r u.hich itrav be uscci io pur.it\, u,,ater.
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It plirnaliiv consists of a positir,.e tiisi_.iiri;nini pulnp
(pcristaltic pump).A per-istaltic pr,rrnp coLrld be a sort of
positive displacement Lrump used ior pilrrpinr a range ot.
iluids. This pclistaltic pnnrp is positronccl in -such thc simplest
wa1,' that the shali ol the pump u,ili be cl.it en x,ith thc
assist.nce .fpedals, tlie re iore utilizi,g pcclal encr_rv, It can ire
Ltsed not only to puritl, lr,ater but also lbr irrigalron pur.poses &
alrvays possess a positive impact on health. -fhe 

Reverse
osrn.sis filter. is i-rsc.l rvhich purifies thc *.atci. tL) a grcater
extent & fu.ther,rore filtcrs *,hich herp purif-\.it more. Further
filters i*cl,de sedintcnt filtcr & actit,ated carbon filter. The
expc.i'entai investigation can be car.rieci our ar dit'fercot rpm
which c*n be helpful in cieternti,i,g tlie adequare fl.r.r, raie
required & rherefore. the arnount ol pou,er r-eqtrired. Thus,
manual power can be harnessecl to puril'r *arer & ntake it
suitirble 1'or dlinking purpose.

I,IT'I]ITAI'URE ST, R\ I.-\
Literaturr srirve_y rs usualir- basecl on ri f.iai car.tc;.piogt ess has
been done on this system anrl bi clt selr striri\.ing it.
rvhatfiu.thct'ntorlification can bc tlonc to inpr Lr., i- tit. uutpLlt.

!'ishal Garg et. al (2013) rvorkccl or1 r.r i!-(1,.i!J ritc clJ.cct of
watcrllLtmp b1, srin* be lt drivcs in brci c1.- B;l: .jlr-, ; is bcttet
rva1, fi;r trarisrnission of pol,,.er jic.nt f :rj.tl rL: rltt sitail of
ce ntritr,rgalpump.

IJhruv Duggal cf al." (2t}14)-r,,Oi.kr.i Lrit it-rJ j:.::r.ii..ini.ni ot.
"Bicycic opcratcd pumit Iiiter". Tircir. n.r::. .r:...:,t,,. J \.\ ls tL)

pump thc watef \\,itlt the ireip tti c.-nr:.i:,,t_:::t :ill:r tr thc
pr-irpose .litrigalio,. 13i.periali,g th: ii..., ,.: -.. :..,::L: irlr,i .J,r
ivatcr c,ul be liltecl to a cei.tain hri:rlt... tit,,:r .--,:t .r .. :.: r-:.e,1 at
places urhete rl,atel is Dre-(cni:it iLl\,. ji {:.rr..it.ri ,.,.,:].. piri.sical
pa ! atltcte r-c tvc re tle tcrl inecl Lls in g \ :it.t . t.!:: :.:.. it i -. _ ., ,:t ..

San.i*y N. F{:ivaldar et. al ii{} l6i ir: _rr:;rr.i :lrr oc:igr.i ol
piimp Iiltcr' !r]. t:rking r:trrii.t:i::iit. :tr,-.rl:I:lg into
consirblalion. Thcy cinitjnsizril ..:l i1,.. s:i,,r:i.rr_ . . :,-:uiiiiiiis
ir;isecl on the rleperidcnl ..:i1-iililj-j i:i.r l:.-,,.,, t.-r.:. ;:rliil arnd
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'-',r'.r. Frictional heerd loss u'as inchir-leii to lind out the natrrle

'i iru'. ftirbulent or lanrinar. Fcx:ces 'uvere resol.,,ed to calcr-tlate
' .,- .-\!rct powel requircd to overcome the liiction. Dcsigning
^ !,,LCh parameters gar,re the delivcry b1, pump and thus an

- . l:rtc tin.re to hlter the'uvater.

i'r;rtik S. Nagrarc et. al (2017) creaied the design of a fi1ter

:..1',id by pedaling the pedals attached on a frame by using
. ::-n;rple of Bernoulli. Thc design was optimizcd such that

. ' ,rble f rame lathcr: than a h ic-vcle so that there rvr:ulc1 be no

, , .:i'Lical clisturbance s dtrring the {iltration process.

\YORKING PRINCIPLE

.,:,rJ i-rs11,g1-{riven rvater appalatus, mechanical porver is
.::',r:1,:d to the shal't, anil also the shaft is connected to pLrmp
' - :t'.i-rrinted on bic1,cle. Therefbre the abilitl,'is transrnitted

- r.-risialtic pump. Thc atlachment of the peristaltic pLrrnp

. ., - f,-rrm the specifled quanti$ of plessure. additionaiii,
i . j-r i. 0S prcssLlre, by recluciflg pressllre on the other

, - I hls pressure helps r'vater to trove fbr*'ard & go

- r :he serni permeable rnembr:ane" The smaller
. - .-:. that can't bc separated via seclimentertion filter

:ir: tank itsclf, are going to bc separatecl lvith the
. -::: ot'this membrane. Further, the r.vater goes to

- rr: nlter that rvill increase it purit,v level additional. The

:r-: impurities may be remor,eci u'ith tlie assistance of

-.i:r. Carbon fi ltering is a rnethod of filtering that uses a

' achvated carbon to rernove contaminants and

.-:.. usins c,hemical adsorption. Seclimentation &

-ltration are irnportant processes required bcfore

- .- , s:rosis purificatiotr as they relrove comparative iy

:.riticles rvhich car.r ciamage the semi pernreable

:,i,1. The smaller & lessel thc atnount oI impurity
, . , -r-r u rth RO membrane, the louger is the lif'e ol the

--.:r,:,,r'hich increase the efficiency', eff'ectiveness & life
: : :.3r11. Aller passing through all the liiters, pute w'ater is

' 'lr drinking in another instrumentation, i,r,hich might

- .. :.,r' .h.inking pu1'pose. Or, if wc hat,c ;t tcndenc.v to take

:lr assernbly. this method alscl can be r.rscd tor

- .rr1 ir.irrpose.. Water stored in containcrs catl be
: rc-d u,rth tlie help of pump attached to the sprockct &

. - -.:rng ablc to bc u,atcred inireld as enoughpressurc has

-::,:lated u,ith the help of pump. 'l-ltis, this n-rodel of
-::-:p $,ill fircrlitate to resolve tlie ilrinking dor.r,nsicie

: ; rLilal aleas that are sti11 lacking the right electricity

FILTEIT

i.tii lterl carbon filter: Il nse s tire phenornent r.lf
- :'-riion. f he rvate r ilolving llrrough it ;uut;.rins
' .;iiic-s ivirich ale halnitul lbl r-rs. l'he inrpulitics irt the
, '.ri.ssrirc water arc aclsorbed on ihc suliiice of thc

r,tcd carbou. The l:rlgc cxtcnt prot,ided 1-.-v ihr cver-ti

:le ectivatetl charcoai aclclitionallv relno\:.s st:rclls in

ISSN : 2-581-6691

rvater tirrcl maltes cloucl5, rvalet' clear by lemoving color

inflicting compor-rnds rvithin the water. Whrle goin-u

thlough tlrc activated carbon {rltcr, cach watct' tnolcctile

gct-s sufficient space ior acisorption. Iletial por'r,elecl rvatet'

filtration sy-steln lorvers dou,n tire tur:bidit1, & the TDS

value nnder thc acceptable raugc. Eqttations

B. Sedimentation F ilter: : It is usecl to reduc,e tlie lLrrbiclity of
tl.ic r,r,ater. Is consists of suspendcd solids, sr-rch as silts,

sand or clay. A11 the insolr"rble irnpllrities g.:t separated by

this fi lter.Thc u,orcl "data" is plura1, not singiilat'.

DESIGN & COh'IPONENTS

l'his is the rnain assembly"in rvhich the rl,hole procedut'e is

carricd out that is collection of dilty'u,ater unsale 1or dlinking
in the chanrbel plovided. llorv olthc u,ater to the peristaltic

pump, fi ltration of rvater and fi nally collcctioti of sat'e drinkine
r'r,atcr in another chambcr provided.

The attacirnrent dcsigncd is in such a r'r,ay that it rvorks iis

peristaltic punrp thus cl'eating a ne gatir c prL-ssul e in the ttibcs

so tlr:lt watcr can l1r.lw through thc ijltcrs to the chamber rvhcrc

fhe cleauecl *ratcr is storcd.

i+



PARTS MATERIAL DIMENSIONS QTY.
COST OF

MATERIAL

Bins Plastic (400x300x300
mm

2 200t-

Tubing PVC tube Length

-3m
0.5 inch

or
12.5mm
Bore

size - 3

1 450t-

Frame Cast Iron (2x2)ft 1 3 00/-

Artach
ment

Steel (230x4
5)mm

1 3 00/-

Filter Ultrathin
polyamide

carbon
filter

I 1000/-

JJST. \'ol 3, No.2. -Iul1,',Dec 2019

MATEIIIAL SELECTTON

PLASl'lCl IIINS: Bins are to be used kr stor.e the rvaste anci
clean r.i..atcr respectively. plastic bins are consirierecl best
because oltheir light weight. Harclcned piastic is r-rsecl so
that it could rcsists anl,jerks.

IUBE: Tube are the essential part of tlie assembly as it acts
as a nredium to carry the water. The dirt1, ,,vater in the bin
flou,s through the tubes to the peristaltic pLunp nhich
tr-lrther crcates pressur.c in thc tlrbe by sclueezing it ancl
lb.ci,g thc,,vater to llo*,thror_rgh the ti_rbcs to tl.rc filter a*d
thcn to the bin u,here clcan lvater is siorecl. pvfl tube is
uscd ibr the pui-pose because it is nbr.asior.r ancl crLrsh
resistant.

l'ltAN'lE: A llanre acrs as the rigid boclv rvhich hokls the
rvholc asse mblv.. '[her.cl-ore, it shoulcl havc a high sfi.cugth
and shoulcl be able to lvithstanrl the impact of pedaling.
r\lso the li'ar.ne provicics the user zr sittlr-{ arrangentcnt.

PERI STALTIC PU Nip AT-TAC HMENT: This atra,c hrnenr
!s fixeri ri,ith thc pedal shaft and has a circLrlar. bodl,. Il
contai,s fi'c roiler-s *,hicir rvill rolate insiclc thc circ,lar
bod1,' olthc attachmcnt, thcrefi;r.e steci is choscn ibr tjris
pufpose.

ISSN : 2,581-6691

1. FILT-Ell. For proper filtriilion of the ,ur,arer anci keepirrg the
pressrire created in ths purnp in minci ultrathin polyarnide
fi lter is r-rse r-1 rvl.rich se diments or-rt t1.re impr-rrities anri pass it
through a lncmbranc to pass pure u,atcr.

E s tirn ated M ote rial co st :

LABOUR COST (cost inclucline rvekling of fr.arne ar.rd
aftachment and tightcning thror-rgh nr-rts & boits l

- 1600i-

TOT,{L tIOST': lvlateriai Cosr - Labor-rr Cost

- 2250t- + r600i-:3850i_

ANAI-YSIS:

O : f- . ()
-J Xr

Where. Q: Acti-ral Dischaige, e. tfLcor.ctical ciischar-ge, Cr:
floeilicient o J'rl i scharge

Velr,cit) ul llt,\r , ,,, ,

Wircle Il = rlilrmctei' of the ir-npclier-. N - speeil trf ilie
inrpeller
1n senrlal. cocijlcieni ol di-schar.ge is taken as 0.(r2

2

4.

Part - App+sximst€--
Dimension

Width of fi'ame 2 feei
Height of frame 2 feet
Diameter of tube at
inlet

12.5 mm

Diameter of tube at
outlet

12.5 mm

Length oftube
required

2800 mm

Area of closs section
of tube

490.6 mm'

Diameter of the
impeller

230mm

Diameter of the rollers
of the attachment

45mm

Dirnensions of bin:

Parf Dilnensions
Lenglh 400 rnm
Rreadth j00 mrn
H ei oht' -'- " .r{tft 11',,r,

Draft Angic 7"

t.
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Speed of
rmpelleL(RPNl;

Actual
discharge

Theoretical

dischalge

\ictocitl'
at outlct
(mis)

27 0.000097 0.000157 0 325

-1 I 0.0001 r 3 0.000183 0.373

33 0.000120 0.000 i 94 0.i97

3l 0.000 l3 5 0.000218 0.{+l

it+t 0.000149 0.000241 0.493

.lJST. \iol 3, No. 2. Jul.v-Dec 2019

t\ ctual D ischarge vs Th eoretical
I) ischarge

: .,,, ,"., - 
..,,ir ]'i,:,.,

ISSN:2581-6691

IdESULTS A.NT} I}ISC L SSTON

Thc r'vholc rcseat"cl.t sll11ls Ltp that the pedal porvered r'r,atct

filtration system proofs to be ver.v adrrantageous to be used

mainly in rulal areas. Cr-eating an eltclent filtration process to

puli$r u,ater u,ithoul the use olexternal electricify. The TDS

value as measuled earlier betbre {iltration rvas in-iploved after

hltration and lies :in the range acceptable for dtinkirrg pu!'pose.

The pH lo,cl consiclerablv improvcs. bcing checked alier

filtration .Auc[ the visible symptor-ns such as colour anci odoul

of the water irrlllo\rcs.

Its pLrntying capacily is rnaximurr. and genelally takes t5-20

nrinntes of peclaling timc to puritl, the u.ater stored in thc bin.

Lilttimc of- thc filtcr is vast but tbr suitable r.vorking.

menrbLane should be changedu,ithiri 20 days dcpcnding on thc

quality of r.tnfiltcrecl r'i atet.

TDS LEVEL l:eibre {iltration - 1000

TDS 1-llVElL after fiitration - 40{}

pFT 1er.el before filtration - 8.5

pH lcrcl aficrfiltLation 7. I

Rural alcas can liave the lacility of gcttrngfilteledwate rbythe
pednl porvere d s,vstem at ii rninimirl cost u,hich can be at-forcicd

even by low,classes. Problern of lack olelectricity and mone.v

is ovelc,orne by the system.
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